Mlcg:mp ATWINC15x0

Wi-Fi Network Controller Software Design Guide

Introduction

Microchip's SmartConnect ATWINC15x0 is an IEEE® 802.11 b/g/n network controller SoC for Internet of
Things (loT) applications. It is an ideal add-on to the existing microcontroller (MCU) solutions bringing Wi-
Fi and network capabilities through a SPI-to-Wi-Fi interface. The ATWINC15x0 connects to any Microchip
AVR® or Microchip SMART MCU with minimal resource requirements.

Features

«  Wi-Fi IEEE 802.11 b/g/n STA, AP, and Wi-Fi Direct® modes
*  Wi-Fi Protected Setup (WPS)
*  Support of WEP, WPA/WPA2 personal, and WPA/WPA2 Enterprise security

+ Embedded network stack protocols to offload work from the MCU (minimize the host CPU
requirements). This allows the Wi-Fi Network Controller (WINC) to operate with a wide range of
MCUs including low-end MCUSs.

*  Embedded ulP TCP/IP stack with BSD-style socket API
*  Embedded network protocols
— DHCP client/server
— DNS resolver client
— SNTP client for UTC time synchronization
*  Embedded TLS security abstracted behind BSD-style socket API
*  HTTP Server for provisioning over AP mode
*  Ultra-low cost IEEE 802.11 b/g/n RF/PH/MAC SoC
*  Fast boot from on-chip Boot ROM
*  8Mb and 4Mb internal Flash memory with Over-the-Air (OTA) firmware upgrade
*  Low-power consumption with different Power Save modes
*  Low footprint host driver with the following capabilities:
— Canrun on 8-, 16-, and 32- bit MCU using SPI interface
— Little and Big endian support

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 1



ATWINC15x0

Table of Contents

1] (0o [ o 1o o APPSR 1
FRAUIES. ..o 1
1. Host Driver ArchiteCture. .........ooooiiiiiiiiiie e 5
To0 WWLAN AP ettt ettt b e bt e bt e a bt s he e e a bt e eh et e be e ehb e b e e eae e beesnneennee s 5
LS Yo o] (= A . PSRRI 5
1.3, HOSEINEITACE (HIF ). .. ettt e e e st e e e s e e e e e e esnnsaeeaeeennnees 6
1.4. Board Support Package (BSP).......cccuiiiiiieieiie ettt e e e e nnes 6
1.5, Serial BUS INTEIACE. ... et a e e e e e e e neeeeaas 6
2. ATWINC15x0 System ArchiteCture...........coooiiiiiiiiiie e 7
2t R = 10 [ 1 (=Y o =T =SS 7
P [0 1Yo ] = 111 LTS ] (o] =T [ TSRS 8
22 T 1 O SRR 8
2.4, |EEE 802.11 MAC HardWAre.........ccoiiiieiiiieeeiiee ettt e ettt e et e e st e e s enee e e snneeeanteeenans 8
P T o oo = 1Y/ =Y 4 To SRR 8
P T D - = Y, =Y 1 4 To SRS UUPRRRN 8
2.7.  Shared Packet MEMOTY...........uoi ittt sttt e e nanee s 8
2.8, |EEE 802.11 MAGC FilTNWAEIE. ......uuitiitiieeitiee et e et e eetee et e st e et e e st e e snee e e snaeeesnteeesneeeesnneeean 8
b TR 1Y o g To o VN Y/ F= 1o =T T SRR PRSP 8
2.10. POWEr MaNAgEMENL ... .ottt e e e ettt e e e e e e et e e e e e e nsbeeea e e e nneeeeaeaaannnneaaeaaannens 8
b i T | O g 1 F TP 9
b VT | N (O T I IR o] = PSSRSO 9
3. WINC Initialization and Simple Application..........cccccccviiiiiiiiiiii 11
3.1, BSP IN@lIZAON. ...ttt b 11
3.2.  WINC Host Driver INitialization.............cooiiiiiiiie et e e e anaee e 11
3.3, Socket Layer INItialiZation............ooo i 11
3.4, WINC Event HandliNg........oo ettt ettt et e et e e e e e nneeeaaeenn 12
3.5, €00 EXAMIPIE. ...ttt et n 13
4. WINC CONfIQUIatioN.....ccoii it e aaaeeas 14
4.1, DeViICe Parameters........ooo ittt e e e e e e e e e e anre e e e e e aneee 14
4.2, WINC M0OdES Of OPEIratioN.......ccccueiiiiiiiiiiiee ettt 14
4.3, NEetWOrK Parameters. ..........ooiiiiiiiiiiii ettt e et e e e e e ettt e e e e et e e e e e e s ntaeeaeesanreeeas 16
4.4, POWET SAVE IMOUES. .....eeiiiiiiiieetiie ettt ettt et e ettt e e bt e e e n bt e e ete e e e saeeeeanbeeeenneeennneas 18
4.5. Configuring Listen Interval and DTIM MONIOMNG........ccooiieiiieiiiee e 19
5. WIi-Fi Station MOde........ooiiviiiiiiiiie e 20
5.1.  Scan Configuration Parameters............c.ueiiiiiiiiiiiie et 20
5.2, WIoFT SCAN. ..ttt ne e n 20
5.3.  On Demand Wi-Fi CONNECHON...........uiiiiiiieiii ettt e e e e e e e e e e e 21
5.4,  Default CONNECHION. .....coii ettt et e e e e et e e e e e e ntaeeeeeeeasaeeeeaesasnnsaeeaeeannnes 22
T T VAT ol RS Y=Y ol U 41RO OURPPR 23

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 2



ATWINC15x0

5.6, EXAMPIE COUE... ...ttt et e e e e e e e e e e e e e e e e e e e e e e e a—————a——————— 23
6. WINC Socket Programming..........ccooueiiiiiiiiiiiieeeeeeee e 25
Lt I © Y= T USSR 25
6.2, WINC SOCKEES APttt et et e e et e e et e e e s st eeenee e e neeeeaneeeeeneeeennneas 25
6.3.  Socket CoONNECLION FIOW. .....ooiiiiiiiii ettt e e et e e e e e e e e e e e e neeeeas 31
(O = 1101 o] [T O o o [T PRSP 37
7. Transport Layer Security (TLS).......ooooiiiiiii 42
7 T I S T O 1YY RO 42
7.2.  TLS Connection EStabliShment............oooiiiiiiiiiee e e e 42
7.3.  Server Certificate INStallation.............coii i 44
A A | L@ I S T T 71 =Y i o T3S 45
7.5.  SSL Client Code EXamPIE......ccoiiiiiiiiiiiiie ettt 46
8. WI-Fi AP MOAE.... ..ottt 48
S T O =Y o 1SR 48
8.2.  Setting the WINC AP IMOGE.......... ettt e et e e e e tae e e e e e e nneeeeeaeanees 48
SR SO IR 1031 =1 (o] T SRS RRR 48
8.4,  SEQUENCE DIAgram.........ueiiiiiiiiiiie ettt e et e e e et e e e e st e e e e e e e a e e e e e e e nnnra e e e e e anrraeaaeaan 48
8.5. AP Mode Code EXAMPIE.........uuiiiiiiiiiie ettt a e e e aaa e 49
9. WI-Fi DireCt P2P MOGE.........cooiiiiie ittt 51
S Bt B © 1= oV SRR 51
9.2, WINC P2P Capabilities. .......cceeeiiiieeeiie ettt et e e e e eneeeennneas 51
9.3, WINC P2P Limitations. ......coiueeieiiiieeiieiiiie st eie et e e st et e e st e e et e e sneeeesnneaessneesanseeesnneeean 51
9.4, WINC P2P States......ccciiiiiiiiie ettt e e et e et e e et e e st e e s taeesanseeesnbeeessseesanseaeanneeean 51
9.5, WINC P2P Listen State............ccoiiiiiiiiiiiiic s 51
9.6.  WINC P2P Connection State...........c.ccoviiiiiiiiiiii i 52
9.7.  WINC P2P Disconnection State.............cccoieeviiiiiiiiic i 52
9.8. P2P Mode Code EXamPIe..........c.ccooiiiiii e 53
10, PrOVISIONING . .. ittt e e e e et e e e e e e e eaaeeas 55
O P O IRy T = o] o - TSP 55
10.2. HTTP PrOVISIONING. ...cciuteiiiiiie ettt e e st e ear e e nne e e s nnneeeas 55
10.3. Wi-Fi Protected Setup (WPS).... ..ottt s 59
11, OVEr-The-Air UPGrade........uveiiiiiiiiiiieiieeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e aaaaaas 62
R B @ 1Y 1= SRR 62
11.2. OTA IMaAge ArChItECIUIE. ... ..eiieiiie ittt ettt e et e 62
11.3. OTA Download SequENCE DIagram...........ccccuviiieiiiiiiiie e e e e e e s e e e e e e e e e e sarreeaaeenn 63
11.4. OTA Firmware ROIDACK..........ueiiiiie ettt e e e e e e e sneeeeaneeeenaee 63
115, OTA LIMItAtIONS. ...ceeeee ettt e e e et e e e e e e et e e e e e e e nete e e e e e annteeeaeeaannneeeaaan 63
11.6. OTA COAE EXAMPIE.......eiiiiiiiiiiit ettt ettt e et e et e e nne e e e nnree e 64
12. Multicast SOCKELS.........cooooii i, 65
L2 B O 1Y =T T RSP SR 65
12.2. HOW 0 USE FiltErS....coi ittt e e e e ettt e e e e e e e e e e e neneeeas 65
12.3. Multicast Socket Code EXaMPIE..........ccoiiiiiiiiiiiiii et 65

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 3



ATWINC15x0

13. WINC Serial FIash MEmOTY...........uuuuiiiiiiiiiiiiiiiiiiiiiiieieeiaseiarsaasssssssseraassasssrsssanee 69
13.1. OVerview and FEAUIES.......c.cuuii i 69
13.2. AccessiNg 10 Serial FIash........coouiiiiiiii e 69
13.3. Read/Write/Erase OPErationS..........ccuuiiiiiiiiiiiii et eee e et e e s ee e e e s e e e e e e snrseeeaeaan 69

14. Wi-Fi SNIffer MOGE. .......ueiiiiieeee ettt a e e 72
T R O 1= o PSP OU SO PPPRPIN 72
14.2. Sniffer (Monitoring) MOAE APIS.........ooi ittt e e e e e e e e e snbae e e e e snnes 72
14.3. MoNitoring Parameters. ...... .o et e e e as 72
14.4. SEQUENCE DIAGIAM.....coiiiiiiiiiiiie ettt ettt e e e ettt e e e e e e aae et eeaaeaansaeeeaaeaannneeaaeaaannseeeaaeaannes 72
T4.5. COUE EXAMPIE.... ..ottt ettt 73

15. Host Interface (HIF) ProtoCol..........ooooeiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 75
15.1. Transfer Sequence Between the HIF Layer and the WINC Firmware............cccccceieiiiinnennnns 76
15.2. HIF Message Header StrUCUIE............ooiiiiiiiiii et 78
15.3. HIF LAYEE APIS ..ottt ettt b e e et e st e e bt e e et e e nne e e e naneeean 78
15.4. SCan Code EXAMPIE.......ccoiuuiiieeiiiteie et e e e e e e e e e et e e e e e e e e e e e e nnraeeaeeaaanes 79

16. WINC SPI PrOtOCOL....cciiie ettt e e e e eeaeeeas 84
LT R ) (o T [§ o2 o] o FO PRSP UP PP OUPR 84
16.2. Message Flow for Basic TranSaCtioNs...........cc.ueiiiiiiiiiiiic et 94
16.3. SPI Level Protocol EXAmPIE...........cccuuiiiiiiiiiie ettt et e e et e e 98

17. Appendix A. How to Generate Certificates. ........ccoooiiiiiiiis 120
2% R 1 o T 1§ o2 o) o SR 120
LI S (=Y o1 TSSO PO PU TR 120

18. Appendix B. X.509 Certificate Format and Conversion............cccccccceeeiiiiciicnnnnnnes 121
LR TR ) (o T [§ o2 o] o FO PRSP 121
18.2. Conversion Between Different FOrmMats. ...........ccooiiiiiiiiiiiiie e 121

19, REFEIENCES. ... ettt e e e e e s e e e e e e e s st reeeeeaeeeaaannes 122

20. Document RevisSion HiSTOrY...........uuiiiiiiiiiiiiiieee e 123

The Microchip WeD Site.........ueeeii e 124

Customer Change Notification ServiCe..............ooiiiiiiiiiiiiii e 124

101 (o]0 01T A 10T o] oo o P 124

Microchip Devices Code Protection Feature...........ccoooiiiiiiiiiiiiiii s 124

[I=To = 1IN N o) o PR OPOPPPRPPPR 125

=T [T 0 0 =T USRS 125

Quality Management System Certified by DNV.......coooiiiiiiiii e 126

Worldwide Sales and SErVICE..........ooiiiiiiiiiiiiie et e e e 127

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 4



1.
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Host Driver Architecture
Figure 1-1. Host Driver Software Architecture

HOST MCU

IoT Application

HOST Driver Software

WLAN Application Interface API BSD Socket API
Host Interface (HIF)
Bus Interface

The ATWINC15x0 host driver software is a C library, which provides the host MCU application with
necessary APIs to perform necessary WLAN and socket operations. The figure above shows the
architecture of the WINC host driver software, which runs on the host MCU. The components of the host
driver are described in the following sub-sections.

BSP

WLAN API

This module provides an interface to the application for all Wi-Fi operations and any non-IP related
operations.

This includes the following services:

*  Wi-Fi STA management operations
—  Wi-Fi Scan
—  Wi-Fi Connection management (Connect, Disconnect, Connection status, and so on)
— WPS activation/deactivation

*  Wi-Fi AP enable/disable

*  Wi-Fi direct enable/disable

*  Wi-Fi power save control API

*  Wi-Fi monitoring (Sniffer) mode

This interface is defined in the m2m wifi.h file.

Socket API

This module provides the socket communication APIs that are mostly compliant with the well-known BSD
sockets to enable rapid application development. To comply with the nature of MCU application
environment, there are differences in API prototypes and in usage of some APIs between the WINC
sockets and BSD sockets.

This interface is defined in the socket . h file.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 5
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The detailed description of the socket operations is provided in Section 6 "WINC Socket
Programming™.

Host Interface (HIF)

The Host Interface is responsible for handling the communication between the host driver and the WINC
firmware. This includes interrupt handling, DMA and HIF command/response management. The host
driver communicates with the firmware in a form of commands and responses formatted by the HIF layer.

The interface is defined in the m2m hif.h file.

The detailed description of the HIF design is provided in Section 15 “Host Interface Protocol”.

Board Support Package (BSP)

The Board Support Package abstracts the functionality of a specific host MCU platform. This allows the
driver to be portable to a wide range of hardware and hosts. Abstraction includes: pin assignment, power
on/off sequence, reset sequence and peripheral definitions (Push buttons, LEDs, and so on).

The minimum required BSP functionality is defined in the nm bsp.h file.

Serial Bus Interface

The Serial Bus Interface module abstracts the hardware associated with implementing the bus between
the Host and the WINC. The serial bus interface abstracts 12C, SPI, or UART bus (Currently, host driver
supports only SPI bus interface). The basic bus access operations (Read and Write) are implemented in
this module as appropriate for the interface type and the specific hardware.

The bus interface APIs are defined in the nm _bus wrapper.h file.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 6
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ATWINC15x0 System Architecture

The following figure shows the ATWINC15x0 system architecture. In addition to its built-in Wi-Fi
IEEE-802.11 physical layer and RF front end, the WINC ASIC contains an embedded APS3S-Cortus 32-
bit CPU to run the WINC firmware. The firmware comprises the Wi-Fi IEEE-802.11 MAC layer and
embedded protocol stacks which offload the host MCU. The components of the system are described in

the following sub-sections.
Figure 2-1. ATWINC15x0 System Architecture
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Note: SPIis currently the Bus Interface supported by the Host Driver.
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2.9

2.10

ATWINC15x0

Nonvolatile Storage

The ATWINC1510 has an integrated 8Mb and the ATWINC15x0 has an integrated 4Mb serial Flash
inside the WINC package (SIP). This stores the WINC firmware image and can store a second image to
support OTA. It also stores information used by the WINC firmware in the run-time.

The detailed description of the serial Flash is provided in Section 13 “WINC Serial Flash Memory”.

CPU

The SoC contains an APS3S-Cortus 32-bit CPU running at 40MHz clock speed which executes the
embedded WINC firmware.

IEEE 802.11 MAC Hardware

The SoC contains a hardware accelerator to ensure fast and compliant implementation of the IEEE
802.11 MAC layer and associated timing. It offloads IEEE 802.11 MAC functionality from firmware to
improve performance and boost the MAC throughput. The accelerator includes hardware encryption/
decryption of Wi-Fi traffic and traffic filtering mechanisms to avoid unnecessary processing in software.

Program Memory
128KB Instruction RAM is provided for execution of the ATWINC15x0 firmware code.

Data Memory
64KB RAM is provided for the ATWINC15x0 firmware data storage.

Shared Packet Memory

128KB memory is provided for TX/RX packet management. It is shared between the MAC hardware and
the CPU. This memory is managed by the Memory Manager SW component.

IEEE 802.11 MAC Firmware

The system supports IEEE 802.11 b/g/n Wi-Fi MAC including WEP and WPA/WPA2 security supplicant.
Between the MAC hardware and the firmware, a full range of IEEE 802.11 features are implemented and
supported including beacon generation and reception, control packet generation and reception and
packet aggregation and de-aggregation.

Memory Manager

The memory manager is responsible for the allocation and de-allocation of memory chunks in both
shared packet memory and data memory.

Power Management

The Power Management module is responsible for handling different Power Save modes supported by
the WINC and coordinating these modes with the Wi-Fi transceiver.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 8
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WINC RTOS

The firmware includes a low-footprint real-time scheduler which allows concurrent multi-tasking on the
ATWINC15x0 CPU. The ATWINC15x0 RTOS provides semaphores and timer functionality.

WINC loT Library

The WINC IoT library provides a set of networking protocols in the WINC firmware. It offloads the host
MCU from networking and transport layer protocols. The following sections describe the components of
the WINC IoT library.

WINC TCP/IP STACK

The WINC TCP/IP is an IPv4.0 stack based on the ulP (pronounced micro IP) TCP/IP stack.

ulP is a low footprint TCP/IP stack which has the ability to run on a memory-constrained microcontroller
platform. It was originally developed by Adam Dunkels, licensed under a BSD style license, and further

developed by a wide group of developers. The WINC TCP/IP stack is a customized version of the original
ulP implementation which has several enhancements to boost TCP and UDP throughput.

DHCP CLIENT/SERVER

A DHCP client is embedded in the WINC firmware that can automatically obtain an IP configuration after
connecting to a Wi-Fi network.

The WINC firmware provides an instance of a DHCP server that automatically starts when the WINC AP
mode is enabled. When the host MCU application activates the AP mode, it is allowed to configure the
DHCP Server IP address pool range within the AP configuration parameters.

DNS RESOLVER

The WINC firmware contains an instance of an embedded DNS resolver. This module can return an IP
address by resolving the host domain names supplied with the socket API call gethostbyname.

SNTP

The SNTP (Simple Network Time Protocol) module implements an SNTP client used to synchronize the
WINC internal clock to the UTC clock.

EAP-TTLS/MSCHAPV2.0

This module implements the authentication protocol EAP-TTLS/MsChapv2.0 used for establishing a Wi-Fi
connection with an AP by with WPA-Enterprise security.

TRANSPORT LAYER SECURITY
For TLS implementation, refer to Section 7 “Transport Layer Security (TLS)” for details.

WI-FI PROTECTED SETUP
For WPS protocol implementation, refer to Section 10.3 “Wi-Fi Protected Setup (WPS)” for details.

WI-FI DIRECT
For Wi-Fi Direct protocol implementation, refer to Section 9 “Wi-Fi Direct P2P Mode” for details.

CRYPTO LIBRARY

The Crypto Library contains a set of cryptographic algorithms used by the common security protocols.
This library has an implementation of the following algorithms:

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 9
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*  MD4 Hash algorithm (used only for MsChapv2.0 digest calculation)

*  MD5 Hash algorithm

*  SHA-1 Hash algorithm

*  SHA-256 Hash algorithm

* DES Encryption (used only for MsChapv2.0 digest calculation)

*  MS-CHAPv2.0 (used as the EAP-TTLS inner authentication algorithm)

*  AES-128, AES-256 Encryption (used for securing WPS and TLS traffic)

»  BigInt module for large integer arithmetic (for Public Key Cryptographic computations)

* RSA Public Key cryptography algorithms (includes RSA Signature and RSA Encryption algorithms)

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 10
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WINC Initialization and Simple Application

After powering-up the WINC device, a set of synchronous initialization sequences must be executed, for
the correct operation of the Wi-Fi functions. This chapter aims to explain the different steps required
during the initialization phase of the system. After initialization, the host MCU application is required to
call the WINC driver entry point to handle events from the WINC firmware.

*  BSP Initialization

*  WINC Host Driver Initialization
*  Socket Layer Initialization

»  Call WINC Driver Entry Point

Note: The initialization sequence must be completed to successfully operate the WINC start-up
procedure.

BSP Initialization

The BSP is initialized by calling the nm_bsp init API The BSP initialization routine performs the
following steps:

+  Resets the WINC" using the corresponding host MCU control GPIOs.

* Initializes the host MCU GPIO which connects to the WINC interrupt line. It configures the GPIO as
an interrupt source to the host MCU. During runtime, the WINC interrupts the host to notify the
application of events and data pending inside the WINC firmware.

» Initializes the host MCU delay function used within nm _bsp sleep implementation.

WINC Host Driver Initialization

The WINC host driver is initialized by calling the m2m wifi init API. The host driver initialization
routine performs the following steps:

» Initializes the bus wrapper and SPI peripheral. The compilation flag CONF WINC USE SPI must be
enabled in conf winc.h (bus interfaces CONF_ WINC USE UART and CONF_WINC USE I2C are
currently not supported).

* Registers an application defined Wi-Fi event handler.

* Initializes the driver and ensures that the current WINC firmware matches the current driver
version.

» Initializes the host interface and the Wi-Fi layer and registers the BSP Interrupt.

Note: A Wi-Fi event handler is required for the correct operation of any WINC application.

Socket Layer Initialization

Socket layer initialization is carried out by calling the socketInit API. It must be called prior to any
socket activity. For more information about socket initialization and programming, refer to Section 6.2
“WINC Sockets API”.

1 Refer to the ATWINC15x0-MR210xB Data Sheet (DS70005304) for more information about the
hardware power-up/down sequence.
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WINC Event Handling

The WINC host driver API allows the host MCU application to interact with the WINC firmware. To
facilitate interaction, the WINC driver implements the Host Interface (HIF) Protocol as described in
Section 15 “Host Interface (HIF) Protocol”. The HIF protocol defines how to serialize and de-serialize
API requests and response callbacks over the serial bus interface SPI (12C and UART are currently not
supported).

Figure 3-1. WINC System Architecture

Host MCU Application

WINC Host Driver

»II

Host Interface Protocol

WINC Firmware

WINC Hardware

The WINC host driver API provides services to the host MCU applications that are mainly divided in two
major categories: Wi-Fi control services and Socket services. The Wi-Fi control services allow actions
such as channel scanning, network identification, connection and disconnection. The Socket control
services allow application data transfer once a Wi-Fi connection is established.

Asynchronous Events

Some WINC host driver APIs are synchronous function calls, where the result is ready by the return of the
function. However, most WINC host driver API functions are asynchronous. This means that when the
application calls an API to request a service, the call is non-blocking and returns immediately, most often
before the requested action is completed. When completed, a notification is provided in the form of a HIF
protocol message from the WINC firmware to the host which, in turn, is delivered to the application via a
callback? function. Asynchronous operation is essential when the requested service such as Wi-Fi
connection may take significant time to complete. In general, the WINC firmware uses asynchronous
events to signal the host driver about status change or pending data.

The HIF uses push architecture where data and events are pushed from the WINC firmware to the host
MCU on a First-Come First-Served (FCFS) manner. For instance, the host MCU application has two open
sockets: socket 1 and socket 2. If the WINC receives socket 1 data followed by socket 2 data, then HIF
delivers socket data in two HIF protocol messages in the order in which it is received. HIF does not allow
reading socket 2 data before socket 1 data.

Interrupt Handling

The HIF interrupts the host MCU when one or more events are pending in the WINC firmware. The host
MCU application is a big state machine which processes received data and events when the WINC driver
calls the event callback function(s). To receive event callbacks, the host MCU application is required to

2 The callback is C function which contains an application-defined logic. The callback is registered
using the WINC host driver registration API to handle the result of the requested service.
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callthe m2m wifi handle events API to let the host driver retrieve and process the pending events
from the WINC firmware. It is recommended to call this function if any of the following events occur:

The host MCU application polls the API in main loop or a dedicated task.
When the host MCU receives an interrupt from the WINC firmware.

Note: All the application-defined event callback functions registered with the WINC driver run in the
contextm2m wifi handle events APl

The above HIF architecture allows the WINC host driver to be flexible to run in the following
configurations:

Host MCU with no operating system configuration — the MCU main loop is responsible to handle
deferred work from the interrupt handler.

Host MCU with operating system configuration — a dedicated task or thread is required to call
m2m_wifi handle events to handle deferred work from the interrupt handler.

Note:

Host driver entry point m2m wifi handle events is non-reentrant. In the operating system
configuration, it is required to protect the host driver from reentrance by a synchronization object.
When the host MCU is polling m2m wifi handle events, the API checks for pending
unhandled interrupt from the WINC. If no interrupt is pending, it returns immediately. If an interrupt
is pending, m2m_wifi handle events sequentially reads all the pending HIF message and
dispatches the HIF message content to the respective registered callback. If a callback is not
registered to handle the type of message, the HIF message content is discarded.

3.5 Code Example
The code example below shows the initialization flow as described in the previous sections.

static void wifi cb(uint8 t u8MsgType, void *pvMsgq)

{
}

int main (void)

{

tstrWifiInitParam param;
nm _bsp init();

m2m memset ((uint8*) &param, 0, sizeof (param));
param.pfAppWifiCb = wifi cb;

/*intilize the WINC Driver*/

ret = m2m wifi init (&param);
if (M2M SUCCESS != ret) {
M2M ERR ("Driver Init Failed <%d>\n", ret);
while (1) ;
}
while (1) {
/* Handle the app state machine plus the WINC event handler */
while (m2m_wifi handle_events (NULL) != M2M SUCCESS) {

}
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WINC Configuration

The WINC firmware offers a set of configurable parameters that control its behavior. There is a set of
APIs provided to the host MCU application to configure these parameters. The configuration APIs are
categorized according to their functionality into: device, network and power-saving parameters.

Any parameters left unset by the host MCU application uses their default values assigned during the
initialization of the WINC firmware. A host MCU application needs to configure its parameters when
coming out of cold boot or when a specific configuration change is required.

Device Parameters

System Time

It is important to set the WINC system to UTC time to ensure proper validity check of the X509 certificate
expiration date. Since the WINC does not contain a built-in real-time clock (RTC), there are two ways to
obtain UTC time:

* Using the internal SNTP client — this is enabled by default in the WINC firmware at start-up. The
SNTP client synchronizes the WINC system clock to the UTC time from well-known time servers,
for example, time-c.nist.gov. The SNTP client uses a default update cycle of one day.

*  From the host MCU RTC - if the host MCU has a RTC, the application may disable the SNTP client
by callingm2m wifi enable sntp(0) (by passing zero as the argument) after the WINC
initialization. The application provisions the WINC system time by calling
m2m_wifi set system time APL

Firmware and Driver Version

During start-up, the host driver requests the firmware version through nm _get firmware info API
which returns the structure tstrM2mRev containing the minimum supported driver version and the
current WINC firmware version.

Note: If the current driver version is less than the minimum driver version required by the WINC
firmware, the driver initialization fails.

The version parameters provided are as follows:

* M2M FIRMWARE VERSION MAJOR NO — firmware major release version number
* M2M FIRMWARE VERSION MINOR_NO - firmware minor release version number
* M2M FIRMWARE VERSION PATCH_ NO —firmware patch release version number
* M2M DRIVER VERSION MAJOR NO — driver major release version number
* M2M DRIVER VERSION MINOR NO — driver minor release version number
* M2M DRIVER VERSION PATCH_ NO — driver patch release version number

WINC Modes of Operation
The WINC firmware supports the following modes of operation:

* |dle mode

*  Wi-Fi STA mode

*  Wi-Fi Direct (P2P)
*  Wi-Fi Hotspot (AP)
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«  Sniffer mode (Monitoring mode)
Figure 4-1. WINC Modes of Operation

m2m_wifi_disable_ap m2m_wifi_enable_ap

m2m_wifi_connect

m2m_wifi_default_connect m2m_wifi_enable_monitoring_mode

M2M_WIFI_RESP_CON_STATE_CHANGED

m2m_wifi_disconnect
m2m_wifi_disable_monitoring_mode

m2m_wifi_p2p m2m_wifi_p2p_disconnect

Idle Mode

After the host MCU application calls the WINC driver initialization m2m wifi init API, the WINC
remains in Idle mode waiting for any command to change the mode or to update the configuration
parameters. In this mode, the WINC enters into Power Save mode which disables the IEEE 802.11 radio
and all unneeded peripherals and suspends the WINC CPU. If the WINC receives any configuration
commands from the host MCU, it updates the configuration, sends back the response to the host MCU,
and then returns to the Power Save mode.

Wi-Fi Station Mode

The WINC enters Station (STA) mode when the host MCU requests connection to an AP using the
m2m _wifi connectorm2m wifi default connect APIs. The WINC exits STA mode when it
receives a disconnect request from the Wi-Fi AP conveyed to the host MCU application via the event
callback M2M WIFI RESP CON_ STATE CHANGED or when the host MCU application decides to
terminate the connection via m2m wifi disconnect APIL. The WINC firmware ignores mode change
requests while in this mode until the WINC exits the mode.

Note: The supported API functions in this mode use the HIF command types: tenuM2mConfigCmd and
tenuM2mStaCmd. See the full list of commands in the m2m_types.h header file.
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For more information about this mode, refer to Section 5 “Wi-Fi Station Mode”.

Wi-Fi Direct (P2P) Mode

In Wi-Fi Direct mode, the WINC can discover, negotiate and connect wirelessly to Wi-Fi Direct capable
peer devices. To enter P2P mode, the host MCU application calls m2m wifi p2p API. To exit P2P
mode, the application calls m2m wifi p2p disconnect APIL. The WINC firmware ignores mode
change requests while in this mode until the WINC exits the mode.

Note: The supported API functions in this mode use the HIF command types: tenuM2mP2pCmd and
tenuM2mConfigCmd. See the full list in the m2m_types.h header file.

For more information about this mode, refer to Section 9 “Wi-Fi Direct P2P Mode”.

Wi-Fi Hotspot (AP) Mode

In AP mode, the WINC allows Wi-Fi stations to connect and obtain IP address from the WINC DHCP
server. To enter AP mode, the host MCU application calls m2m wifi enable ap API. To exit AP mode,
the application calls m2m wifi disable ap APIl. The WINC firmware ignores mode change requests
while in this mode until the WINC exits the mode.

The supported API functions in this mode use the HIF command types: tenuM2maApCmd and
tenuM2mConfigCmd. See the full list of commands in the m2m_types.h header file.

For more information about this mode, refer to Section 9 “Wi-Fi AP Mode”.

Sniffer (Monitoring) Mode
Note: Sniffer mode is not supported in the firmware version 19.5.x.

In this mode, the WINC is in promiscuous mode in which it passes all received packets on the current Wi-
Fi channel from other non-associated stations and other BSSs. The WINC supports a programmable
packet filter to selectively receive packets which match the filter criteria. To enter Sniffer mode, the host
MCU application calls m2m wifi enable monitoring mode API. To exit Sniffer mode, the host MCU
application calls m2m wifi disable monitoring mode API. The WINC firmware ignores mode
change requests while in this mode until the WINC exits the mode.

Note: The supported API functions in this mode use the HIF command type tenuM2mConfigCmd. See
the full list of commands in the m2m_types.h header file.

For more information about this mode, refer to Section 8 “Wi-Fi Sniffer Mode”.

Network Parameters

Wi-Fi MAC Address
The WINC firmware provides two methods to assign the WINC MAC address:
*  Assignment from the host MCU - this method occurs when the host MCU application calls the
m2m wifi set mac address API after initialization using m2m wifi init API.

*  Assignment from the WINC OTP (One-Time-Programmable) memory — the WINC supports an
internal MAC address assignment method through a built-in OTP memory. If MAC address is
programmed in the WINC OTP memory, the WINC working MAC address defaults to the OTP MAC
address unless the host MCU application programmatically sets a different MAC address after
initialization using the APl m2m wifi set mac address.

Note:
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*« OTP MAC address is programmed in the WINC OTP memory at the time of manufacturing.

* Usem2m wifi get otp mac_ address API to check if there is a valid programmed MAC
address in the WINC OTP memory. The host MCU application can also use the same API to read
the OTP MAC address octets. m2m wifi get otp mac_address API not to be confused with
them2m wifi get mac address APl which reads the working WINC MAC address in the WINC
firmware regardless from whether it is assigned from the host MCU or from the WINC OTP.

*  For more details on API, refer to the Atmel Software Framework for ATWINC1500 (Wi-Fi).

Device Name

The device name is only used for the Wi-Fi Direct (P2P) mode. The host MCU application can set the
WINC P2P device name using the m2m wifi set device name AP

Note: If no device name is provided, the default device name is ATWINC15x0_ee:ff where ee and ff are
the last 4 bytes of the WINC MAC address in hexadecimal notation, for example, aa:bb:cc:dd:eeff.

IP Address

The WINC firmware uses the embedded DHCP client to automatically obtain an IP configuration after a
successful Wi-Fi connection. After the IP configuration is obtained, the host MCU application is notified by
the asynchronous event M2M WIFI REQ DHCP CONF.

Alternatively, the host MCU application can set a static IP configuration by calling the
m2m wifi set static ip API. Before setting a static IP address, it is recommended to disable DHCP
using the APIm2m wifi enable dhcp (0) and then set the static IP as shown below.

In Main(), disable dhcp after mZm wifli init as shown below
/* Initialize Wi-Fi driver with data and status callbacks. */
param.pfAppWifiCb = wifi cb;

ret = m2m wifi init (&param);

if (M2M SUCCESS != ret)

{
printf ("main: m2m wifi init call error! (%d)\r\n", ret);
while (1)

{1
}
m2m wifi enable dhcp(0);

Set Static IP when WINC is connected to AP as shown below.
static void wifi cb(uint8 t u8MsgType, void *pvMsgq)
{

switch (u8MsgType) {

case M2M WIFI RESP CON_STATE CHANGED:

{

tstrM2mWifiStateChanged *pstrWifiState = (tstrM2mWifiStateChanged *)pvMsg;
if (pstrWifiState->u8CurrState == M2M WIFI CONNECTED) {
printf ("Wi-Fi connected\r\n");

tstrM2MIPConfig ip client;

ip client.u32StaticIP = htonl (0xc0a80167) ; // Provide the required Static
IP

ip_client.u32DNS = htonl (0xc0a80101); // Provide DNS server details

ip client.u32SubnetMask = htonl (0xFFFFFFO00) ; // Provide the SubnetMask for
the currently connected AP

ip_client.u32Gateway = _htonl (0xc0a80101); // Provide the GAteway IP for
the AP

printf ("Wi-Fi setting static ip\r\n");
m2m_wifi set static_ip(&ip_client);
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Power Save Modes

The WINC firmware supports multiple Power Save modes which provide flexibility to the host MCU
application to tweak the system power consumption. The host MCU can configure the WINC Power
Saving policy using the m2m wifi set sleep mode andm2m wifi set lsn int APIs.

The WINC supports the following Power Save modes:

+  M2M_PS_MANUAL

+  M2M_PS DEEP_AUTOMATIC

«  M2M_PS_AUTOMATIC (deprecated, not be used in new implementations)

«  M2M_PS_H_AUTOMATIC (deprecated, not be used in new implementations)

Note: M2M PS DEEP AUTOMATIC mode recommended for most applications.

M2M_PS_MANUAL
This is a fully host-driven Power Save mode.

*  The WINC sleeps when the host uses the m2m wifi request sleep API. During this period,
the host MCU can also sleep for extended durations.

*  The WINC wakes up when the host MCU application requests services from the WINC by calling
any host driver API function, for example, Wi-Fi or socket operation.

Note: InM2M PS MANUAL mode, when the WINC sleeps due to m2m wifi request sleep API, the
WINC does not wake-up to receive and monitor AP beacon. Beacon monitoring is resumed when the
host MCU application wakes up the WINC.

For an active Wi-Fi connection, the AP may decide to drop the connection if the WINC is absent because
it sleeps for long time duration. If connection is dropped, the WINC detects the disconnection on the next
wake-up cycle and notifies the host to reconnect to the AP again. To maintain an active Wi-Fi connection
for extended durations, the host MCU application must periodically wake-up the WINC in order to send a
keep-alive Wi-Fi frame to the AP. The host must carefully choose the sleep period to satisfy the tradeoff
between keeping the Wi-Fi connection uninterrupted and minimizing the system power consumption.

This mode is useful for applications which send notifications very rarely due to a certain trigger. It also fits
applications which periodically send notifications with a very long spacing between notifications. Careful
power planning is required when using this mode. If the host MCU decides to Sleep for a longer period, it
may use M2M_PS_MANUAL or may power off the WINC3. The advantage of this mode compared to
powering off the WINC is that M2M PS MANUAL saves the time required for the WINC firmware to boot
since the firmware is always loaded in the WINC memory. The real advantage and disadvantage depend
on the nature of the application. In some applications, the sleep duration can be long enough to be a
power-efficient decision to power off the WINC and then power it on again and reconnect to the AP when
the host MCU wakes up. In other situations, a latency-sensitive application may choose to use

M2M PS MANUAL to avoid the WINC firmware boot latency on the expense of slightly increased power
consumption.

During the WINC Sleep mode, the WINC in M2M PS MANUAL mode saves more power than

M2M PS DEEP AUTOMATIC mode. In M2M PS MANUAL mode, the WINC skips beacon monitoring
whereas in M2M PS DEEP_ AUTOMATIC mode, it wakes up to receive beacons. The comparison also
includes the effect of the host MCU sleep duration: if the host MCU sleeps for a longer period, the Wi-Fi
connection may frequently drop and the power advantage of the M2M PS MANUAL mode is lost due to the

3 Refer to the ATWINC15x0-MR210xB Data Sheet (DS70005304) for more information about the
hardware power-up/down sequence.
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power consumed in the Wi-Fi reconnection. In contrast, the M2M PS DEEP AUTOMATIC mode can keep
the Wi-Fi connection for long durations at the expense of waking up the WINC to monitor the AP beacon.

M2M_PS_AUTOMATIC
This mode is deprecated and kept for backward compatibility and development reasons. It is not
recommended to use in new implementations.

M2M_PS_H_AUTOMATIC
This mode is deprecated and kept for backward compatibility and development reasons. It is not
recommended to use in new implementations.

M2M_PS_DEEP_AUTOMATIC

This mode implements the Wi-Fi standard power-saving method in the ATWINC15x0 module, which
sleeps and periodically wakes up to monitor AP beacons. The AP is required to buffer data while stations
are in Power Save mode and transmit data later when stations wake-up. The AP periodically transmits a
beacon frame to synchronize with a network every beacon period. A station, which is in Power Save
mode, periodically wakes up to receive the beacon and monitor the signaling information included in the
beacon. The beacon conveys information to the station about unicast data, which belongs to the station
and currently buffered inside the AP while the station is Sleep mode. The beacon also provides
information to the station when the AP is going to send broadcast/multicast data.

In this mode, the ATWINC15x0 module enters into Sleep state by turning off the IEEE 802.11 radio, MAC,
and system clock. Prior Sleep mode, the ATWINC15x0 programs a hardware timer (running on an
internal low-power oscillator) with a sleep period determined by the WINC firmware power management
module.

Any of the following events can wake-up the ATWINC15x0 module from Sleep state:

»  Expiry of the hardware sleep timer. The WINC wakes up to receive the upcoming beacon from AP.

+  The WINC wakes up* when the host MCU application requests services from the WINC by calling
any host driver API function, for example, Wi-Fi or socket operation.

Configuring Listen Interval and DTIM Monitoring

The WINC allows the host MCU application to tweak system power consumption by configuring beacon
monitoring parameters. The AP periodically sends beacons every DTIM period (for example, 100 ms).
The beacon contains a TIM element which informs the station about presence of unicast data for the
station buffer in the AP. The station negotiates with the AP a listen interval. Listen interval tells AP how
many beacons periods the station can sleep before it wakes up to receive data buffer in AP.

The WINC driver allows the host MCU application to configure beacon monitoring parameters as follows:

»  Configure DTIM monitoring — that is to enable or disable reception of broadcast/multicast data
using the API:

- m2m wifi set sleep mode(desired mode, 1) toreceive broadcast data
— m2m wifi set sleep mode (desired mode, 0) toignore broadcast data
»  Configure the listen interval — using the m2m wifi set 1sn int API

Note: Listen interval value provided to the m2m wifi set 1sn int APl is expressed in the unit of
beacon period.

4 The wake-up sequence is internally handled in the WINC host driver by the hi f chip wake APL
Refer to Section 15 “Host Interface Protocol” for more information.
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Wi-Fi Station Mode

This chapter provides information about the WINC Wi-Fi Station (STA) mode as described in Section
4.2.2 “Wi-Fi Station Mode”. The STA mode involves a scan operation; association to an AP using
parameters (SSID and credentials) provided by the host MCU or using AP parameters stored in the WINC
nonvolatile storage (default connection). The chapter also provides information about supported security
modes along with code examples.

Scan Configuration Parameters

Scan Region

The number of RF channels supported varies by geographical region. For example, 13 channels are
supported in Asia while 11 channels are supported in North America. By default, the WINC initial region
configuration is equal to 14 channels, but this can be changed by setting the scan region using the
m2m wifi set scan region APL

Scan Options

During Wi-Fi scan operation, the WINC sends probe request Wi-Fi frames and waits for the current Wi-Fi
channel to receive probe response frames from nearby APs before it switches to the next channel.
Increasing the scan wait time has a positive effect on the number of access points detected during scan.
However, it has a negative effect on the power consumption and overall scan duration. The WINC
firmware default scan wait time is optimized to provide the tradeoff between the power consumption and
scan accuracy. The WINC firmware provides flexible configuration options to the host MCU application to
increase the scan time. Refer to the m2m wifi set scan options for more details.

Wi-Fi Scan
A Wi-Fi scan operation can be initiated by calling the m2m wifi request scan APL The scan can be
performed on all 2.4GHz Wi-Fi channels or on a specific requested channel.

The scan response time depends on the scan options which can be set by calling

m2m wifi set scan options (tstrM2MScanOption* ptstrM2MScanOption). Forinstance, if
the host MCU application requests to scan all channels, the scan time is equal to NoOfChannels (13) *
ptstrM2MScanOption->u8NumOfSlot * ptstrM2MScanOption->u8SlotTime.

The scan operation is illustrated in the following figure.
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Figure 5-1. Wi-Fi Scan Operation

M2M APPLICATION M2M HOST DRIVER

m2m wifi request scan(WiFi Channel ID)

wifi_cb(M2M WIFI_RESP SCAN DONE,

tstrM2mScanDone* ) ;
* Read the number of found APs(N).
* Start reading the SCAN result list,

m2m wifi req scan result(0)

wifi cb(M2M WIFI_RESP SCAN RESULT,
tstrMZ2mWifiscanResult* ) ;

Process the Scan
result!”

mZ2m wifi req scan result(N - 1)

On Demand Wi-Fi Connection

The host MCU application may establish a Wi-Fi connection on demand if all the required connection
parameters (SSID, security credentials, and so on) are known to the application. To start a Wi-Fi
connection on demand, the application calls the APl m2m wifi connect.

Note: Usingm2m wifi connect implies that the host MCU application has prior knowledge of the
connection parameters. For instance, connection parameters can be stored on nonvolatile storage
attached to the host MCU.

The Wi-Fi on demand connection operation is described in the following figure.
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Figure 5-2. On-demand Wi-Fi Connection

M2M APPLICATION M2M HOST DRIVER

m2m_wifi_connect ((char *) MAIN_WLAN_SSID, sizeof (MAIN_WLAN_S
SID) ,MAIN_WLAN_AUTH, (void *)MAIN_WLAN PSK,M2M WIFI_CH ALL)

wifi_cb(M2M WIFI_REQ CON_STATE_CHANGED,
tstrM2mWifiStateChanged* ) ;

wifi_cb(M2M WIFI_REQ DHCP_CONF, uint8* );

» Set the IP Address.
 Start M2M socket Application,

Default Connection

The host MCU application may establish a Wi-Fi connection without prior knowledge to the AP
information by calling the APl m2m _wifi default connect.

Default connection relies on the connection profile provisioned into the WINC serial Flash via the
provisioning method described in Section 10 “Provisioning”. Alternatively, a connection profile is
created and stored in the WINC serial Flash when the host MCU application successfully connects to an
AP using the m2m_wifi connect API as described in Section 5.3 “On Demand Wi-Fi Connection”. If
there is no cached profile or if a connection cannot be established with any of the cached profile, an event
of type M2M WIFI RESP DEFAULT CONNECT is delivered to the host driver indicating failure.

Upon successful default connection, the host application can read the current Wi-Fi connection status
information by calling m2m_wifi get connection_ info APl The

m2m wifi get connection info is an asynchronous API. The actual connection information is
provided in the asynchronous event M2M WIFI RESP CONN INFO in Wi-Fi callback. The callback
parameter of type tstrM2MConnInfo provides information about AP SSID, RSSI (AP received power
level), security type, IP address obtained by DHCP.

Note: A connection profile is cached in the serial Flash if and only if the connection is successfully
established with the target AP.

The Wi-Fi default connection operation is described in the following figure.
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Figure 5-3. Wi-Fi Default Connection

M2M APPLICATION M2M HOST DRIVER

m2m wifi default connect();

wifi cb(M2M WIFI_REQ CON_STATE CHANGED,

tstrM2mWifiStateChanged* ) ;

wifi_cb(M2M WIFI_REQ DHCP CONF, uint8* );

e Start M2M socket Application.

Wi-Fi Security
The following types of security are supported in the WINC Wi-Fi STA mode.
«  M2M_WIFI_SEC_OPEN
+  M2M_WIFI_SEC_WEP
«  M2M_WIFI_SEC_WPA_PSK (WPA/WPA2-Personal Security mode that is Passphrase)
*  M2M_WIFI_SEC_802_1X (WPA-Enterprise security)

Note: The currently supported 802.1x authentication algorithm is EAP-TTLS with MsChapv2.0
authentication.

Example Code

#define M2M 802 1X USR NAME "user_ name"
#define M2M 802 1X_ PWD "password"
#define AUTH CREDENTIALS {M2M 802 1X USR NAME, M2M 802 1X PWD }

int main (void)
{
tstrWifiInitParam param;
tstrlxAuthCredentials gstrCredlx = AUTH CREDENTIALS;

nm bsp init();

m2m memset ((uint8*) &éparam, 0, sizeof (param));
param.pfAppWifiCb = wifi event cb;

/* intilize the WINC Driver*/
ret = m2m wifi init (&param);
if (M2M SUCCESS != ret)
{
M2M ERR("Driver Init Failed <%d>\n", ret);
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while (1) ;
}

/* Connect to a WPA-Enterprise AP*/
m2m_wifi connect ("DEMO_AP", sizeof ("DEMO AP"), M2M WIFI_SEC_802_1X,
(uint8*) &gstrCredlx, M2M WIFI CH ALL);

while (1)
{

/‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********/

/* Handle the app state machine plus the WINC event handler Y
/************************************************************************/
while (m2m_wifi_handle_events (NULL) != M2M SUCCESS)

{

}
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WINC Socket Programming

Overview

The WINC socket Application Programming Interface (API) allows the host MCU application to interact
with intranet and remote internet hosts. The WINC socket APl is based on the BSD (Berkeley) sockets.
This chapter explains the WINC socket programming and how it differs from regular BSD sockets.

Note: The reader must have a basic understanding of the following topics before reading this chapter:
+ BSD sockets
« TCP
« UDP
* Internet protocols

WINC Socket Types
The WINC sockets API provides two types of sockets:

»  Datagram sockets (connectionless sockets) — uses the UDP protocol
»  Stream sockets (connection-oriented sockets) — uses the TCP protocol

Socket Properties
Each WINC socket is identified by a unique combination of the following:

*  Socket ID — a unique identifier for each socket. This is the return value of the socket API.

*  Local socket address — a combination of the WINC IP address and port number assigned by the
WINC firmware for the socket.

*  Protocol — transport layer protocol, either TCP or UDP.

* Remote socket address — applicable only for TCP stream sockets. This is necessary since TCP is
connection oriented. Each connection is made to a specific IP address and port number requires a
separate socket. The remote socket address can be obtained in the socket event callback which is
described in the succeeding section.

Note: TCP port 53 and UDP port 53 represent two different sockets.

Limitations
*  The WINC sockets API support up to 7 TCP sockets and 4 UDP sockets.
*  The WINC sockets API support only IPv4. It does not support IPv6.

WINC Sockets API

API Prerequisites

* C headerfile socket.h — this includes all the necessary socket API function declarations. When
using any WINC sockets API as described in the following sections, the host MCU application must
include the socket.h header file.

* Initialization — the WINC socket APl initializes once before calling any sockets API function. This is
done using the socketInit API described in Section 6.2.3 “Socket APl Functions”.
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Non-blocking Asynchronous Socket APIs
Most WINC socket APIs are asynchronous function calls that do not block the host MCU application. The
behavior of the WINC asynchronous APIs are described in Section 3.4.1 “Asynchronous Events”.

For example, the host MCU application can register an application-defined socket event callback function
using the WINC socket APl registerSocketCallback. When the host MCU application calls the
socket APl connect, the API returns a zero value (SUCCESS) immediately indicating that the request is
accepted. The host MCU application must then wait for the WINC socket API to call the registered socket
callback when the connection is established or if a connection time-out occurred. The socket callback
function provides the necessary information to determine the connection status.

Socket API Functions
The WINC sockets API provide the following functions.

socketlnit
The host MCU application must call the APl socketInit once during initialization. The APl is a
synchronous API.

registerSocketCallback

The registerSocketCallback function allows the host MCU application to provide the WINC sockets
with application-defined event callbacks for socket operations. The API is a synchronous API. The API
registers the following callbacks:

*  The socket event callback
¢ The DNS resolve callback

The socket event callback is an application-defined function that is called by the WINC socket API
whenever a socket event occurs. Within this handler, the host MCU application must provide an
application-defined logic that handles the events of interest.

The DNS resolve event handler is the application-defined function that is called by the WINC socket API
to return the results of gethostbyname. By implication, this only occurs after the host MCU application
has called the gethostbyname function. If successful, the callback provides the IP address for the
desired domain name.

socket
The socket function creates a new socket of a specified type and returns the corresponding socket ID.
The APl is a synchronous API.

The socket ID is required by most other socket functions and is also passed as an argument to the socket
event callback function to identify which socket generated the event.

connect
The connect function is used with TCP sockets to establish a new connection to a TCP server.

The connect function results in a SOCKET MSG CONNECT sent to the socket event handler callback
upon completion. The connect event is sent when the TCP server accepts the connection or, if no remote
host response is received, after a time-out interval of approximately 30 seconds.

Note: The SOCKET MSG CONNECT event callback provides a tstrSocketConnectMsg containing an
error code. The error code value indicates:
»  zero value to indicate the successful connection or
* negative value to indicate an error due to a time-out condition or if connect is used with UDP
socket.

The following figure shows the WINC socket API connect to remote server host.
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Figure 6-1. TCP Client API Call Sequence

\

remote host WINC socket API

bind
The bind function can be used for server operation for both UDP and TCP sockets. It is used to
associate a socket with an address structure (port number and IP address).

The bind function call results to a SOCKET MSG BIND event sent to the socket callback handler with the
bind status. Calls to 1isten, send, sendto, recv, and recvfrom functions must not be issued until the
bind callback is received.

listen

The 1isten function is used for server operations with TCP stream sockets. After calling the 1isten
API, the socket accepts a connection request from a remote host. The 11isten function causes a
SOCKET_ MSG_LISTEN event notification to be sent to the host after the socket port is ready to indicate
listen operation success or failure.

When a remote peer establishes a connection, a SOCKET MSG ACCEPT event notification is sent to the
application.

accept
The accept function is deprecated and calling this API has no effect. It is kept only for backward
compatibility.
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Note: The 1isten API implicitly accepts the TCP remote peer connections request.

Figure 6-2. TCP Server API Call Sequence

socketlnit

registerSocketCallback

Listen event
callback

\

remote host WINC socket API

Accept event
callback

Although the accept function is deprecated, the SOCKET MSG ACCEPT event occurs whenever a
remote host connects to the WINC TCP server. The event message contains the IP address and port
number of the connected remote host.
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send
The send function is used by the application to send data to a remote host. The send function can be
used to send either UDP or TCP data depending on the type of socket.

*  For a TCP socket a connection must be established first.

»  For a UDP socket, the recommended way is to use sendto API, where the destination address is
defined. However, it is possible to use send APl instead of sendto API. For this at least one
successful call must be made to sendto API prior to the consecutive calls of send function. This
ensures that the destination address is saved in the WINC firmware.

The send function generates a SOCKET MSG_SEND event callback after the data is transmitted to the
remote host. For TCP sockets, this event guarantees that the data is delivered to the remote host TCP/IP
stack (the remote application must use the recv function to read the data). For UDP sockets, it means
that the data is transmitted, but there is no guarantee that the data is delivered to the remote host as per
UDP protocol. The application is responsible to guarantee data delivery in the UDP sockets case.

The SOCKET MSG_ SEND event callback returns the size of the data transmitted if the transmission in the
success case and zero or negative value in case of an error.

sendto

The sendto function is used by the application to send UDP data to a remote host. It can only be used
with UDP sockets. The IP address and port of the destination remote host is included as a parameter to
the sendto function.

The SOCKET MSG_SENDTO event callback returns the size of the data transmitted in the success case
and zero or negative value in case of an error.

recv/recvfrom
The recv and recvfrom functions are used to read data from TCP and UDP sockets, respectively, and
their operation is otherwise identical.

The host MCU application calls the recv or recvfrom function with a pre allocated buffer. When the
SOCKET MSG RECV or SOCKET MSG RECVFROM event callback arrives, this buffer must have the
received data.

The received data size indicates the status as follows:

. Positive — data is received
e Zero — socket connection is terminated
*  Negative — indicates an error

In the case of TCP sockets, it's recommended to call the recv function after each successful socket
connection (client or server). Otherwise, the received data is buffered in the WINC firmware wasting the
systems resources until the socket is explicitly closed using a c1ose function call.

close

The close function is used to release the resources allocated to the socket and, for a TCP stream
socket, also terminate an open connection.

Each call to the socket function must match with a call to the c1ose function. In addition, sockets that
are accepted on a server socket port must be closed using this function.

setsockopt
The setsockopt function may be used to set socket options to control the socket behavior.

The options supported are as follows:
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* SO _SET UDP SEND CALLBACK — enables or disables the send /sendto event callbacks. The
user may want to disable the sendto event callback for UDP sockets to enhance the socket
connection throughput.

*+ IP_ADD MEMBERSHIP —enables to subscribe to an IP Multicast addresses.

*+ IP DROP MEMBERSHIP — enables to unsubscribe to an IP Multicast addresses.

Note: Disabling send/sendto callbacks using setsockopts is recommended in high throughput
applications.

gethostbyname

The gethostbyname function is used to resolve a host name (for example, URL) to a host IP address
via the Domain Name System (DNS). This is limited only for IPv4 addresses. The operation depends on
the configuration of a DNS server IP address and access to the DNS hierarchy through the internet.

After gethostbyname is called, a callback to the DNS resolver handler is made. If the IP address is
determined, a positive value is returned. If it cannot be determined or if the DNS server is not accessible
(30-second time-out), an IP address value of zero is indicated.

Note: An IP returns a zero value to indicate an error (for example, the internet connection is down or
DNS is unavailable) and the host MCU application may try the function call gethostbyname again later.

Summary
The following table summarizes the WINC socket APl and shows its compatibility with BSD socket APIs.

Table 6-1. WINC Socket APl Summary

BSD API WINC API WINC API Type | Server/ TCP/UD
Client P

socket socket Synchronous Both both Creates a new socket.

connect connect Asynchronous  Client TCP Initializes a TCP
connection request to a
remote server.

bind bind Asynchronous | Server both Binds a socket to an
address (address/port).

listen listen Asynchronous  Server TCP Allows a bound socket to
listen to remote
connections for its local

port.

accept accept Depreciated, Implicit accept in listen.

send send Asynchronous  Both Both Sends packet.

sendto sendto Asynchronous  Both UDP Sends packet over UDP
sockets.

write Not supported

recv recv Asynchronous | Both Both Receives packet.

recvfrom recvfrom Asynchronous  Both Both Receives packet.

read Not supported
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BSD API WINC API WINC API Type | Server/ TCP/UD
Client P

close close

gethostbyname  gethostbyname

gethostbyaddr

select

poll

setsockopt setsockopt
getsockopt

htons/ntohs _htons/_ntohs

htonl/ntohi21 _htonl/_ntohl

6.3 Socket Connection Flow

Synchronous

Asynchronous

Not supported
Not supported
Not supported
Synchronous

Not supported

Synchronous

Synchronous

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Terminates the TCP
connection and release
system resources.

Gets the IP address of a
certain host name

Sets socket option.

Converts 2 byte integer
from the host
representation to the
Network byte order
representation (and vice
versa).

Converts 4 byte integer
from the host
representation to the
Network byte order
representation (and vice
versa).

In the following sub-sections, the TCP and UDP (client and server) operations are described in details.
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Figure 6-3. Typical Socket Connection Flow

socketinit

registerSocketCallback

Socket

socketlnit

Bind event
callback

registerSocketCallback

) ) listen
Client Operations

Listen event
callback

¢ Accept event .
connec callback Server Operations

Send event
callback

Data Exchange

Recv event
callback

End Connection
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6.3.1 TCP Client Operation

The following figure shows the flow for transferring data with a TCP client.

Figure 6-4. TCP Client Sequence Diagram

APPLICATION

HOST

DRIVER

W

socket (SOCK STREAM)
clientSocketHdl

onnect(clientSocketHdl)

SOCKET MSG CONNECT
send (clientSocketHdl, data)

recv (clientSocketHdl)

close(clientSocketHdl)

Note:

SOCKET CMD SEND

SOCKET _CMD_RECV

SOCKET CMD RECV

SOCKET CMD CLOSE

WINC

TCP (SYN)

TCP (SYN,ACK)

TCP Packet

TCP Packet

TCP(FIN)

1. The host application must register a socket notification callback function. The function must be of
tpfAppSocketCbhb type and must handle socket event notifications appropriately.

2. If the client knows the IP of the server, it may call connect directly as shown in the figure above. If
only the server URL is known, then the application must resolve the server URL first calling the

gethostbyname API.
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TCP Server Operation
Figure 6-5. TCP Server Sequence Diagram

l:l TCP (SYN)

TCP(SYN,AC5!

HOST
APPLICATION WINC
( J [ DRIVER ] ( J
socket (SOCK STREAM) |
. listenSocketHdl
bind(listenSocketHdl, port) |
» SOCKET CMD BIND
L SOCKET CMD BIND
T, SOCKET MSG BIND ™
listen (listenSocketHdl)
L > SOCKET CMD LISTEN
L SOCKET MSG LISTEN s
_L‘
SOCKET CMD ACCEPT
L] SOCKET MSG ACCEPT <

Get the accepted

socket handle 2

recv (acceptedSocketHdl)

L

SOCKET MSG RECV

SOCKET CMD RECV

SOCKET CMD RECV

"| Tcp Packet

-

send (acceptedSocketHdl, data) >

SOCKET CMD SEND

close (listenSocketHdl)

\

SOCKET CMD CLOSE

» rcp Packet,
Data Exchange (send/recv)

close (acceptedSocketHdl)

»

SOCKET CMD CLOSE

»| Tcp (FIN)
_—

»

Note: The host application must register a socket notification callback function. The function must be of
type tpfAppSocketChb and must handle socket event notifications appropriately.

UDP Client Operation
The following figure shows the flow for transferring data with a UDP client.
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Figure 6-6. UDP Client Sequence Diagram

HOST

APPLICATION DRIVER

WINC

socket (SOCK DGRAM)
clientSocketHdl

sendto (clientSocketHdl,data, addr)
SOCKET CMD SENDTO
recvfrom(clientSocketHdl) - - UDP Packet
SOCKET CMD RECVFROM

UDP Packet
SOCKET CMD RECVFROM
SOCKET MSG RECVFROM - -

close(clientSocketHdl)

SOCKET CMD CLOSE

Note:

1. The first send message must be performed with the sendto API with the destination address
specified.

2. If further messages are sent to the same address, the send API can also be used. Refer to
Section 6.2.3.8 “send” for more details.

6.3.4 UDP Server Operation
The following figure shows the flow for transferring data after establishing a UDP server.
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Figure 6-7. UDP Server Sequence Diagram

[APPLICATION

HOST
DRIVER

WINC

socket (SOCK DGRAM)

A 4

serverSocketHdl

<l
-

bind(serverSocketHdl , port)

. SOCKET MSG_BIND

SOCKET CMD BIND

SOCKET CMD BIND

<

-

recvifrom(serverSocketHdl)

< SOCKET MSG RECVFROM

SOCKET CMD RECVFROM >

SOCKET CMD RECVFROM

EEP Packet

!

sendto (serverSocketHdl, data)

P

close (serverSocketHdl)

SOCKET CMD SENDTO

DNS Host Name Resolution
The following figure shows the flow of DNS host name resolution.

SOCKET CMD CLOSE

»| upp Packes

P
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Figure 6-8. DNS Resolution Sequence

APPLICATION il WINC

DRIVER

SOCKET CMD DNS RESOLVE,
DNS_Resolver
DNS Query
DNS Answer
DNS_Resolver

SOCKET CMD DNS RESOLVE

dnsResolveCB (hostName, hostlIP)

Note:

1. The host application requests to resolve hostname (for example, http://www.foobar.com), by calling
the function gethostbyname.

2. Before calling the gethostbyname, the application must register a DNS response callback
function using the function registerSocketCallback.

3. After the WINC DNS_Resolver module obtains the IP Address (hostIP) corresponding to the given
HostName, the dnsResolveCB is called with the hostlP.

4. If an error occurs or if the DNS request encounters a time-out, the dnsResolveCB is called with IP
Address value zero indicating a failure to resolve the domain name.

6.4 Example Code

This section provides code examples for different socket applications. For additional socket code
examples, refer to the ATWINC15x0 Software Programming Guide (DS70005305).

6.4.1 TCP Client Example Code

SOCKET clientSocketHdl;
uint8 rxBuffer[256];

/* Socket event handler. */
void tcpClientSocketEventHandler (SOCKET sock, uint8 u8Msg, void * pvMsgqg)
{
if (sock == clientSocketHdl)
{
if (u8Msg == SOCKET MSG_CONNECT)
{
// Connect Event Handler.
tstrSocketConnectMsg *pstrConnect = (tstrSocketConnectMsg*)pvMsg;
if (pstrConnect->s8Error == 0)
{

// Perform data exchange.
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uint8 acSendBuffer[256];
uintl6 ul6MsgSize;

// Fill in the acSendBuffer with some data here

// send data
send (clientSocketHdl, acSendBuffer, ul6MsgSize, O0);
// Recv response from server.
recv (clientSocketHdl, rxBuffer, sizeof (rxBuffer), 0);
}
else
{
printf ("TCP Connection Failed\n");
}
}

else if (u8Msg == SOCKET MSG_RECV)
{
tstrSocketRecvMsg *pstrRecvMsg = (tstrSocketRecvMsg*)pvMsg;
if ((pstrRecvMsg->pu8Buffer != NULL) && (pstrRecvMsg->sl6BufferSize > 0))

{

// Process the received message.

// Close the socket.
close (clientSocketHdl) ;

}

// This is the DNS callback. The response of gethostbyname is here.
void dnsResolveCallback (uint8* pu8HostName, uint32 u32ServerIP)
{

struct sockaddr in strAddr;

if (u32ServerIP != 0)

{
clientSocketHdl = socket (AF_INET, SOCK STREAM,u8Flags) ;
if (clientSocketHdl >= 0)
{

strAddr.sin family = AF INET;
strAddr.sin port = htons (443);
strAddr.sin_addr.s_addr = u32ServerlIP;

connect (clientSocketHdl, (struct sockaddr*)&strAddr, sizeof (struct sockaddr in));

}
else
{
printf ("DNS Resolution Failed\n");
}
}

/* This function needs to be called from main function. For the callbacks to be invoked
correctly, the API m2m wifi handle events should be called continuously from main. */

void tcpConnect (char *pcServerURL)

{
// Initialize the socket layer.
socketInit () ;

// Register socket application callbacks.
registerSocketCallback (tcpClientSocketEventHandler, dnsResolveCallback) ;

// Resolve Server URL.
gethostbyname ( (uint8*)pcServerURL) ;

6.4.2 TCP Server Example Code

SOCKET listenSocketHdl, acceptedSocketHdl;
uint8 rxBuffer[256];
uint8 bIsfinished = 0;

/* Socket event handler. */
void tcpServerSocketEventHandler (SOCKET sock, uint8 u8Msg, void * pvMsg)
{
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if (u8Msg == SOCKET MSG BIND)
{

tstrSocketBindMsg *pstrBind = (tstrSocketBindMsg*)pvMsg;

if (pstrBind->status == 0)
{
listen (listenSocketHdl, 0);
}
else
{
printf ("Bind Failed\n");
}
}
else if (u8Msg == SOCKET MSG LISTEN)
{

tstrSocketListenMsg *pstrListen = (tstrSocketListenMsg*)pvMsg;

if (pstrlListen->status != 0)
{
printf("listen Failed\n");
}
}
else if (u8Msg == SOCKET_MSG ACCEPT)
{

// New Socket is accepted.

tstrSocketAcceptMsg *pstrAccept = (tstrSocketAcceptMsg *)pvMsg;

if (pstrAccept->sock >= 0)

{
// Get the accepted socket.
acceptedSocketHdl = pstrAccept->sock;

recv (acceptedSocketHdl, rxBuffer, sizeof (rxBuffer),

}
else
{
printf ("Accept Failed\n");
}
}

else if (u8Msg == SOCKET MSG_RECV)
{
tstrSocketRecvMsg *pstrRecvMsg = (tstrSocketRecvMsg*)pvMsg;
if ((pstrRecvMsg->pu8Buffer != NULL) && (pstrRecvMsg->sl6BufferSize > 0))

{
// Process the received message
// Perform data exchange

uint8 acSendBuffer[256];
uintlé ul6MsgSize;

// Fill in the acSendBuffer with some data here

// Send some data.
send (acceptedSocketHdl, acSendBuffer, ul6MsgSize,

// Recv response from client.

recv (acceptedSocketHdl, rxBuffer, sizeof (rxBuffer),

// Close the socket when finished.
if (bIsfinished)
{
close (acceptedSocketHdl) ;
close (listenSocketHdl) ;

}

/* This function needs to be called from main function. For the callbacks to be invoked
correctly, the API m2m wifi handle events should be called continuously from main. */

void tcpStartServer (uintl6 ul6ServerPort)

{

struct sockaddr in strAddr;

// Initialize the socket layer.
socketInit () ;

// Register socket application callbacks.
registerSocketCallback (tcpServerSocketEventHandler, NULL) ;

// Create the server listen socket.
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listenSocketHdl = socket (AF_INET, SOCK STREAM, 0);
if (listenSocketHdl >= 0)
{

strAddr.sin family = AF INET;

strAddr.sin port = htons (ul6ServerPort) ;

strAddr.sin_addr.s addr = 0; //INADDR ANY

bind(listenSocketHdl, (struct sockaddr*)&strAddr, sizeof (struct sockaddr in));

6.4.3 UDP Client Example Code

SOCKET clientSocketHdl;
uint8 rxBuffer[256], acSendBuffer[256];

/* Socket event handler */
void udpClientSocketEventHandler (SOCKET sock, uint8 u8Msg, void * pvMsg)
{

if ((u8Msg == SOCKET MSG RECV) || (u8Msg == SOCKET MSG_ RECVFROM))
{
tstrSocketRecvMsg *pstrRecvMsg = (tstrSocketRecvMsg*)pvMsg;
if ((pstrRecvMsg->pu8Buffer != NULL) && (pstrRecvMsg->sl6BufferSize > 0))

{
uintl6é len;
// Format a message in the acSendBuffer and put its length in len
sendto (clientSocketHdl, acSendBuffer, len, O,
(struct sockaddr*)&strAddr, sizeof (struct sockaddr in));

recvfrom(clientSocketHdl, rxBuffer, sizeof (rxBuffer), 0);
// Close the socket after finished
close (clientSocketHdl) ;

}

/* This function needs to be called from main function. For the callbacks to be invoked
correctly, the API m2m wifi handle events should be called continuously from main.*/
void udpClientStart (char *pcServerIP)
{

struct sockaddr in strAddr;

// Initialize the socket layer.

socketInit () ;

// Register socket application callbacks.
registerSocketCallback (udpClientSocketEventHandler, NULL) ;

clientSocketHdl = socket (AF INET, SOCK_STREAM,u8Flags) ;
if (clientSocketHdl >= 0)
{
uintlé len;
strAddr.sin family = AF INET;
strAddr.sin port _htons (1234) ;
strAddr.sin_addr.s_addr = nmi_inet addr (pcServerIP);

// Format some message in the acSendBuffer and put its length in len
sendto (clientSocketHdl, acSendBuffer, len, 0, (struct sockaddr*) &strAddr,
sizeof (struct sockaddr in));

recvfrom(clientSocketHdl, rxBuffer, sizeof (rxBuffer), 0);

6.4.4 UDP Server Example Code

SOCKET serverSocketHdl;
uint8 rxBuffer[256];

/* Socket event handler.*/
void udpServerSocketEventHandler (SOCKET sock, uint8 u8Msg, void * pvMsgqg)
{
if (u8Msg == SOCKET MSG_BIND)
{
tstrSocketBindMsg *pstrBind = (tstrSocketBindMsg*)pvMsg;
if (pstrBind->status == 0)
{

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 40



ATWINC15x0

// call Recv

recvfrom(serverSocketHdl, rxBuffer, sizeof (rxBuffer), 0);
}
else
{
printf ("Bind Failed\n");
}
}
else if (u8Msg == SOCKET_MSG_RECV)
{
tstrSocketRecvMsg *pstrRecvMsg = (tstrSocketRecvMsg*)pvMsg;
if ((pstrRecvMsg->pu8Buffer != NULL) && (pstrRecvMsg->sl6BufferSize > 0))
{
// Perform data exchange.
uint8 acSendBuffer[256];
uintlé ul6MsgSize;

// Fill in the acSendBuffer with some data

// Send some data to the same address.

sendto (acceptedSocketHdl, acSendBuffer, uléMsgSize,

pstrRecvMsg-> strRemoteAddr, sizeof (pstrRecvMsg-> strRemoteAddr)) ;

// call Recv

recvfrom(serverSocketHdl, rxBuffer, sizeof (rxBuffer),

// Close the socket when finished.
close (serverSocketHdl) ;

}

0);

/* This function needs to be called from main function. For the callbacks to be invoked
correctly, the API m2m wifi handle events should be called continuously from main.

Y
void udpStartServer (uintl6 uléServerPort)
{
struct sockaddr in strAddr;
// Initialize the socket layer.
socketInit () ;

// Register socket application callbacks.
registerSocketCallback (udpServerSocketEventHandler, NULL) ;
// Create the server listen socket.

listenSocketHdl = socket (AF_INET, SOCK _DGRAM, 0);

if (listenSocketHdl >= 0)

{

strAddr.sin family = AF INET;

strAddr.sin port = htons(ul6ServerPort);

strAddr.sin addr.s addr = 0; //INADDR ANY

bind(serverSocketHdl, (struct sockaddr*)&strAddr, sizeof (struct sockaddr in));
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Transport Layer Security (TLS)

Transport Layer Security (TLS) layer sits on top of TCP and provides security services including privacy,
authenticity, and message integrity. Various security methods are available with TLS in the WINC
firmware.

TLS Overview

The ATWIN15x0 features an embedded low-memory footprint TLS protocol stack bundled within the
WINC firmware.

It features the following functionality:
*  Supports TLS versions TLS1.0, TLS1.1 and TLS1.2.
*  Supports TLS client operation with TLS client authentication.
*  Supports TLS server mode.
* A simple application interface to the TLS stack. The TLS functionality is abstracted by the

ATWINC15x0 socket interface, hiding the implementation complexity from the application developer
and minimizing the effort to port existing plain TCP code to TLS.

TLS Connection Establishment

From the application’s point of view, the TLS functionality is wrapped behind the socket APIs. This hides
the complexity of TLS from the application which can use the TLS in the same way as the TCP (non-TLS)
client and server. The main difference between the TLS sockets and the regular TCP sockets is that the
application sets the SOCKET FLAGS_ SSL while creating the TLS client and server listening sockets. The
detailed sequence of TLS connection establishment is described in the following figure.

Note:

*  For proper TLS Client operation, ensure that both SOCKET FLAGS SSL flag and the correct port
number is set in the TLS client application. For instance, an HTTP client application uses no flag
when calling socket API function and connect to port 80. The same application source code
becomes an HTTPS client application if you use the flag SOCKET FLAGS SSL and change the port
number in connect API to port 433.

*  For proper TLS server operation, ensure that both SOCKET FLAGS SSL flag and the correct port
number is set in the TLS server application. For instance, an HTTP server application uses no flag
when calling socket API function and bind to port 80. The same application source code
becomes an HTTPS server application, if you use the flag SOCKET FLAGS SSL and change the
port number in bind API to port 443.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 42



ATWINC15x0

Figure 7-1. TLS Client Application Connection Establishment

HOST
(APPLICATION) ( DRIVER )

=

Data Exchange (send/recv)

close (sslSocketHdl)

P SOCKET CMD SSL CLOSE

socket (SOCK FLAGS SSL) >
sslSocketHdl

¢

connect (sslSocketHdl) >
] SOCKET CMD SSL CONNECT’

Create SSL Session
TLS Handshake
iOCKET CMD SSL CONNECT

"; SOCKET MSG CONNECT

>
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Figure 7-2. TLS Server Application Connection Establishment

HOST WINC
AFFLICATION DRIVER ((mr) m}

sqcket (SOCK_STREAM, SOCK FLAGS SSL)
listenSocketHdl
bind(listenSocketHdl,port) |
» SOCKET CMD SSL BIND .
Bind
[] SOCKET CMD SSL BIND
SOCKET MSG BIND -
-
listen(listenSocketHdl) SOCKET CMD LISTEN
» A >
SOCKET MSG LISTEN < SOCKET O LisTaw |
.. - TCP(SYN)
ccept CB ‘ICP(SYN,ACEI
Create SSL
Session
TLS
Handshake
_; SOCKET CMD ACCEPT
T‘ SOCEKET MSG ACCEPT -
<k
Get the accepted
socket handle =2
recv (acceptedSocketHdl) !
> SOCKET CMD SSL RECV
|:| TCP |Packet
- SOCKET CMD SSL RECY Udiutadtldi
p SOCKET MSG RECV -
send (acceptedSocketHdl, data)
SOCKET CMD SEND N
RS Eucrypt | TCP_Packet,
Data Exchange (send/recv)
TLS Records (send/recv)
close (acceptedSocketHdl) N SOCKET CMD SSI CLOSE
close (listenSocketHdl) N
» SOCKET CMD SSL CLOSE TCP (FIN)
|- —’

A

7.3 Server Certificate Installation

7.31 Technical Background

7.3.1.1  Public Key Infrastructure
The TLS security is based on the Public Key Infrastructure PKI, in which:

« Aserver has its public key stored in a digital certificate with X.509 standard format.

*  The server must have its X.509 certificate issued by Certificate Authority (CA) which is in turn may
be certified by another CA.

¢ This structure forms a chain of X.509 certificates known as chain of trust.
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*  The top most CA of the Chain is known to be the Trusted Root Certificate Authority of the chain.

7.3.1.2 TLS Server Authentication

«  When a TLS client initiates a connection with a server, the server sends its X.509 certificate chain
(may or may not include the root certificate) to the client.

*  The client must authenticate the Server (verify the Server identity) before starting data exchange.

»  The client must verify the entire certificate chain and also verify that the root certificate authority of
the chain is in the client’s trusted root certificate store.

7.3.2 Adding a Certificate to the WINC Trusted Root Certificate Store

»  Before connecting to a TLS Server, the root certificate of the server must be installed on the
ATWINC15x0. If this is not done, the TLS connection to the server is locally aborted by the WINC.

*  The root certificate must be in DER format. If it is not provided in DER format, it must be converted
before installation. Refer to Section 17 “How to Generate Certificates” for certificate formats and
conversion methods.

» Toinstall the certificate, execute root_certificate_downloader.exe with the following syntax:

root certificate downloader.exe -n N Filel.cer File2.cer .... FileN.cer

7.4 WINC TLS Limitations

741 Concurrent Connections
Only 2 TLS concurrent connections are allowed.

7.4.2 TLS Supported Ciphers
The ATWINC15x0 supports the following cipher suites (for both client and server modes).
+ TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
« TLS_RSA_WITH_AES_128 GCM_SHA256
+ TLS_DHE_RSA_WITH_AES_128_CBC_SHA
« TLS_DHE_RSA_WITH_AES_128 CBC_SHA256
+ TLS_RSA_WITH_AES_ 128 CBC_SHA
« TLS_RSA_WITH_AES_128 CBC_SHA256

The ATWINC15x0 also optionally support the following ECC cipher suites.

«  TLS_ECDHE_RSA_WITH_AES 128 _GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

«  TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

- TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
- TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256

7.4.3 Supported Hash Algorithms
The current implementation (WINC firmware version 19.5.2 onwards) supports the following hash

algorithms:
« MD5
+  SHA-1
« SHA256
+ SHA384
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+ SHA512
+  RSA 4096

TLS Certificate Constraints

For TLS server and TLS client authentication, the ATWINC15x0 can accept the following certificate types:
*  RSA certificates with key size no more than 2048 bits
»  ECDSA certificates only for NIST P256 EC Curve (secp256r1); conditionally supported

ECC Cipher Suite

The ATWINC15x0 TLS library features support of ECC cipher suites. Although, the ATWINC15x0 device
does not contain a built-in hardware accelerator for ECC math, the WINC TLS library leverages the ECC
math from the host MCU. To perform the ECC computations needed by the ECC ciphers, an ECC
hardware accelerator (or software library) on the host MCU is mandatory.

The WINC TLS initializes with the ECC cipher suites disabled by default. The host MCU application can
enable the ciphers via the APl ss1SetActiveCipherSuites.

SSL Client Code Example

SOCKET sslSocketHdl;
uint8 rxBuffer[256];

/* Socket event handler. */
void SSL SocketEventHandler (SOCKET sock, uint8 u8Msg, void * pvMsq)

{

if (sock == sslSocketHdl)
{
if (u8Msg == SOCKET MSG_CONNECT)
{
// Connect event
tstrSocketConnectMsg *pstrConnect = (tstrSocketConnectMsg*)pvMsg;
if (pstrConnect->s8Error == 0)

// Perform data exchange.

uint8 acSendBuffer[256];

uintlé ul6MsgSize;

// Fill in the acSendBuffer with some data here

// Send some data.
send (sock, acSendBuffer, ul6MsgSize, 0);

// Recv response from server.
recv (sslSocketHdl, rxBuffer, sizeof (rxBuffer), 0);
}
else
{
printf ("SSL Connection Failed\n");
}
}

else if (u8Msg == SOCKET_MSG_RECV)
{
tstrSocketRecvMsg *pstrRecvMsg = (tstrSocketRecvMsg*)pvMsg;
if ((pstrRecvMsg->pu8Buffer != NULL) && (pstrRecvMsg->sl6BufferSize > 0))

{

// Process the received message here

// Close the socket if finished.
close (sslSocketHdl) ;

}

/* This is the DNS callback. The response of gethostbyname is here. */
void dnsResolveCallback (uint8* pu8HostName, uint32 u32ServerIP)
{

struct sockaddr in strAddr;
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if (u32ServerIP != 0)

{
sslSocketHdl = socket (AF INET, SOCK_STREAM,u8Flags) ;
if (sslSocketHdl >= 0)

{

strAddr.sin family = AF INET;
strAddr.sin_port = htons (443);
strAddr.sin_addr.s_addr = u32ServerlIP;

connect (sslSocketHdl, (struct sockaddr*)&strAddr, sizeof (struct sockaddr in));

}
else
{
printf ("DNS Resolution Failed\n");
}
}

/* This function needs to be called from main function. For the callbacks to be invoked
correctly, the API m2m wifi handle events should be called continuously from main.*/
void SSL Connect (char *pcServerURL)
{

// Initialize the socket layer.

socketInit () ;

// Register socket application callbacks.
registerSocketCallback (SSL SocketEventHandler, dnsResolveCallback);

// Resolve Server URL.
gethostbyname ( (uint8*)pcServerURL) ;
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Wi-Fi AP Mode

Overview

This chapter provides an overview of the WINC Access Point (AP) mode and describes how to setup this
mode and configure its parameters.

Setting the WINC AP Mode
Set the WINC AP mode configuration parameters using the tstrM2MAPConfig structure.

There are two functions to enable/disable the WINC AP mode:
*+  sint8m2m wifi enable ap (CONST tstrM2MAPConfig* pstrM2MAPConfig)
*  sSint8m2m wifi disable ap (void)

For more details on API, refer to the Atmel Software Framework for ATWINC1500 (Wi-Fi).

Limitations
«  The AP can only support a single associated station. Further connection attempts are rejected.
*  The WINC supports WPA2 security feature starting from the firmware version 19.5.x.

»  Concurrency (simultaneous STA/P2P and AP mode) is not supported. Prior to activating the AP
mode, the host MCU application must disable the mode that is currently running.

Sequence Diagram

Once AP mode is established, data interface does not exist before a station associates to the AP;
therefore, the application needs to wait until it receives a notification via an event callback. This process
is shown in the following figure.
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Figure 8-1. WINC AP Mode Establishment

M2M APPLICATION M2M HOST DRIVER

m2m wifi_enable_ap (tstrM2MAPConfig* );

¢ Set the AP Mode
to Active.

AP Listening for connections

wifi_cb(M2M WIFI_REQ CON_STATE_CHANGED,

tstrM2mWifiStateChanged* ) ;

wifi_cb(M2M WIFI_REQ DHCP CONF, uint8*
STA_IP_ADDR) ;

e Start AP

Application.

8.5 AP Mode Code Example

STA is associated

a
-~

The following example shows how to configure the WINC AP mode with WINC SSID as broadcasted

SSID on channel one with open security and an IP address equals 192.168.1.1.

#include "m2m wifi.h"
#include "m2m types.h"
void wifi event cb(uint8 u8WiFiEvent, void * pvMsg)
{
switch (uBWiFiEvent)
{
case M2M WIFI REQ DHCP CONF:
{
uint8 *pu8IPAddress = (uint8%*)pvMsg;
printf ("Associated STA has IP Address \"%u.

o

}

break;
default:
break;

}

int main ()
{
tstrWifiInitParam param;
/* Platform specific initializations. */

param.pfAppWifiCb = wifi_event cb;

$u.%u.%u\"\n",
pu8IPAddress[1l], pu8IPAddress[2], pu8IPAddress[3]);

pu8IPAddress[0],
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if (!m2m wifi init (&param))
{
tstrM2MAPConfig apConfig;

strcpy (apConfig.au8SSID, "WINC SSID"); // Set SSID
apConfig.u8SsidHide = SSID MODE VISIBLE; // Set SSID to be broadcasted
apConfig.u8ListenChannel = 1; // Set Channel
apConfig.u8SecType = M2M WIFI SEC WEP; // Set Security to WEP
apConfig.u8KeyIndx = 0; // Set WEP Key Index

apConfig.u8KeySz = WEP_ 40 KEY STRING SIZE; // Set WEP Key Size
strcpy (apConfig.au8WepKey, "1234567890") ; // Set WEP Key

// IP Address

apConfig.au8DHCPServerIP[0] = 192;

apConfig.au8DHCPServerIP[1] = 168;

apConfig.au8DHCPServerIP[2] = 1;

apConfig.au8DHCPServerIP[3] = 1;

// Start AP mode
m2m wifi enable ap(&apConfig);
while (1)
{

m2m wifi handle events (NULL);
}
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Wi-Fi Direct P2P Mode

Overview

The Wi-Fi Direct or Peer-to-Peer (P2P) allows two wireless devices to discover each other, negotiate on
which device acts as a group owner, form a group including WPS key generation and make a connection.
The WINC supports a subset of this functionality that allows the WINC firmware to connect to other P2P
capable devices that are prepared to become the group owner.

WINC P2P Capabilities
*  P2P Client mode is supported
*  P2P Device Discovery
*  P2P Listen state

WINC P2P Limitations
* GO mode is not supported (P2P negotiation with GO intent set to 1).
*  No support for GO-NOA (Notice-Of-Absence).
* Power Save mode is disabled during P2P mode.
*  The WINC cannot initiate the P2P connection; the other device must be the initiator.

WINC P2P States
Figure 9-1. P2P Mode State Diagram

m2m_wifi_p2p m2m_wifi_connect m2m_wifi_request_dhcp_client

Listen /
Group formation
state

Connected
state

Connecting

P2P Mode
state

m2m_wifi_p2p_disconnect m2m_wifi_disconnect

The WINC P2P device can be in any of the above mentioned states based on the function call executed;
a brief of each of these states is explained in the following sections.

WINC P2P Listen State

The WINC device becomes discoverable to other P2P devices on a predefined listen channel, ready to
accept any connection initiations. To enter the listen state, the user must call the m2m wifi p2p function
to set the WINC firmware in the listening state at a certain listen channel defined through the

MAIN WLAN CHANNEL.
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WINC P2P Connection State

The peer P2P device initiates group owner (GO) negotiation and the WINC device always declines to
become the group owner. Assuming the peer device takes the GO role, the WINC performs a WPS
exchange to establish a mutual shared key. The information about the remote device (which is now acting
as an AP), is received by an event via the Wi-Fi callback with the P2P GO information. The Application
can then use this information to connect to the GO in the same manner that the WINC connects to any
conventional AP (using the m2m wifi connect function). The following sequence diagram shows the
above connection flow for the WINC P2P device:

Figure 9-2. P2P Connection Flow

M2M APPLICATION M2M HOST DRIVER

m2m wifi p2p (P2P_Channel ID " ;

wifi_cb(M2M WIFI_RESP P2P, tstrWPSInfo* );

e Use the AP information (from
tstrWPSInfo) to establish
connection.

m2m wifi connect(Sec Type, P2P SSID,
P2P SSID Len, P2P Key,P2P Key Len ,

P2P Channel 1ID);

wifi_cb(M2M WIFI_REQ CON_STATE_ CHANGED,
tstrM2mWifiStateChanged* ) ;

‘ m2m wifi request dhcp_client();

wifi cb(M2M WIFI_REQ DHCP CONF, uint8* );
e Start P2P
Application.

WINC P2P Disconnection State

To terminate the P2P connection, the GO can send a disconnection that is received through the Wi-Fi
callback with the event M2M WIFI RESP CON STATE CHANGED. However, this event does not change
the P2P listen state, unless a p2p disable request is made.
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9.8 P2P Mode Code Example

#include "driver/include/m2m wifi.h"
#include "driver/source/nmasic.h"

#define MAIN WLAN DEVICE NAME "WINC1500_P2P" /* < P2P Device Name */
#define MAIN WLAN CHANNEL (6) /* < Channel number */

static void wifi cb(uint8 t u8MsgType, void *pvMsgq)
{ switch (u8MsgType)
{ case M2M WIFI RESP CON STATE CHANGED:
{ tstrM2mWifiStateChanged *pstrWifiState = (tstrM2mWifiStateChanged *)pvMsg;

if (pstrWifiState->u8CurrState == M2M WIFI CONNECTED)
{ m2m wifi request dhcp client();
;lse if (pstrWifiState->u8CurrState == M2M WIFI DISCONNECTED)
{ printf ("Wi-Fi disconnected\r\n");
greak;

}

case M2M WIFI REQ DHCP CONF:
{
uint8 t *pu8IPAddress = (uint8 t *)pvMsg;
printf ("Wi-Fi connected\r\n");
printf ("Wi-Fi IP is %u.%u.%u.%u\r\n",
pu8IPAddress[0], pu8IPAddress[l], pu8IPAddress[2], pu8IPAddress([3]);
break;

}

default:
{

break;

}
}

int main(void)

{
tstrWifiInitParam param;
int8 t ret;

// Initialize the BSP.
nm bsp init();

// Initialize Wi-Fi parameters structure.
memset ((uint8 t *)é&param, 0, sizeof (tstrWifilnitParam))

// Initialize Wi-Fi driver with data and status callbacks.
param.pfAppWifiCb = wifi cb;
ret = m2m wifi init (&param);

if (M2M_SUCCESS != ret)

{
printf("main: m2m wifi init call error! (%d)\r\n", ret);
while (1)

{
}
}

// Set device name to be shown in peer device.
ret = m2m wifi set device name((uint8 t *)MAIN WLAN DEVICE NAME,
strlen (MAIN WLAN DEVICE NAME)) ;
if (M2M SUCCESS != ret)
{
printf ("main: m2m wifi set device name call error!\r\n");
while (1)
{
}
}

// Bring up P2P mode with channel number.
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ret = m2m wifi p2p(MAIN WLAN CHANNEL) ;
if (M2M SUCCESS != ret)
{
printf ("main: m2m wifi p2p call error!\r\n");
while (1)
{
}
}

printf ("P2P mode started. You can connect to %s.\r\n", (char *)MAIN WLAN DEVICE NAME) ;
while (1)
{
/* Handle pending events from network controller. */
while (m2m wifi handle events (NULL) != M2M SUCCESS)
{
}
}

return 0;
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Provisioning

For normal operation the WINC device needs certain parameters to be loaded. In particular, when
operating in Station mode, it needs to know the identity (SSID) and credentials of the access point to
which it needs to connect. The entry of this information is facilitated through the following provisioning
steps.

The current ATWINC15x0 software supports two methods of provisioning:

+  HTTP-based (browser) provisioning, while the WINC is in AP mode.
*  Wi-Fi Protected Setup (WPS)

Limitations
The current implementation of the HTTP Provisioning has the following limitations:

*  The WINC AP limitations are applicable to the Provisioning mode. Refer to Section 8.3
“Limitations” for a list of AP mode limitations.

*  Provisioning uses AP mode with open security. No Wi-Fi security nor application level security (for
example, TLS) is used; therefore, the AP credentials entered by the user are sent on the clear and
can be seen by eavesdroppers.

*  The WINC Provisioning home page is a static HTML page. No server-side scripting allowed in the
WINC HTTP server.

*  Only APs with WPA-personal security (passphrase based) and no security (Open network) can be
provisioned. WEP and WPA-Enterprise APs cannot be provisioned.

*  The Provisioning is responsible to deliver the connection parameters to the application, the
connection procedure and the connection parameters validity its application responsibility.

HTTP Provisioning

In this method, the WINC is placed in AP mode and another device with a browser capability (mobile
phone, tablet, PC, and so on) is instructed to connect to the WINC HTTP server. Once connected, the
desired configuration can be entered.

The HTTP Provisioning home page is as shown in the following figure.
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Figure 10-1. WINC HTTP Provisioning Page
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10.2.1 Provisioning Control Flow
Figure 10-2. HTTP Provisioning Sequence Diagram
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m2m wifi start provision mode
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g
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HTTP Server is UP

Select WINC AP from
Wi-Fi Scan List

Wi-Fi Connection Establishment and DHCP

1- The user launches
the web browser and
opens the WINC home
page (e.g. “http://
wincconf.com”)

2- The user presses
“REFRESH", touches an
AP from the SCAN
results table and then
types its password.

Turn off AP and
Destroy the HTTP
Server

HZM_I}PI RESP PROVISION |INFO

-

T,M2M WIFI RESP PROVISION INFO

Wi-Fi Connection

Procedure

The preceding figure shows the provisioning operation for a WINC device. The detailed steps are
described as follows:

ok wnN -

The WINC device starts the HTTP Provisioning mode.

A user with a smartphone finds the WINC AP SSID in the Wi-Fi search list.

The user connects to the WINC AP.

The user launches the web browser and writes the WINC home page in the address bar.

If the HTTP redirect bit (bEnableHttpRedirect)is setinm2m wifi start provision mode
API, then all http traffic (http://URL) from the associated device (I_:’hone,_PC, and so on) are -
redirected to the WINC HTTP Provisioning home page. Some phones display a notification

message “sign in to Wi-Fi networks?” which, when accepted, automatically loads the WINC home
pages. The WINC home page, as shown in Figure 10.1, appears on the browser.

To discover the list of Wi-Fi APs in the area, the user can press “Refresh”.

The desired AP is then selected from the search list (by one click or one touch) and its name
automatically appears in the “Network Name” text box.
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8. The user must then enter the correct AP passphrase (for WPA/WPAZ2 personal security) in the
“Pass Phrase” text box. If the desired AP uses open security, (M2M_WIFI_SEC_OPEN) then the

Pass Phrase field is left empty.

9. A WINC device name may be optionally configured, if desired, by the user in the “Device Name”

text box.

10. Then user should press Connect.

The WINC turns off AP mode and start connecting to the provisioned AP.

HTTP Redirect Feature

The WINC HTTP Provisioning server supports the HTTP redirect feature, which forces all HTTP traffic
originating from the associated user device to be redirected to the WINC Provisioning home page.

This simplifies the mechanism of loading the provisioning page instead of typing the exact web address of

the HTTP Provisioning server.

To enable this feature, set the redirect flag when calling the APl m2m wifi start provision mode.

See the below code example for further details.

Provisioning Code Example

void wifi event cb(uint8 u8WiFiEvent, void * pvMsg)
{
if (uBWiFiEvent ==
{

M2M WIFI RESP PROVISION INFO)

tstrM2MProvisionInfo *provInfo =
if (provInfo->u8Status == M2M SUCCESS)
{

// connect to the provisioned AP.

m2m wifi connect ((char*)provInfo->au8sSSID,

(tstrM2MProvisionInfo*)pvMsg;

strlen (provInfo ->au8SSID),

provInfo->u8SecType, provInfo->au8Password, M2M WIFI CH ALL);

printf ("PROV SSID :
printf ("PROV PSK

%s\n", provInfo->au8SSID) ;
$s\n", provInfo->au8Password) ;

}

else
{
printf (" (ERR) Provisioning Failed\n");

}
}

int main ()
{

tstrWifiInitParam param;

// Platform specific initializations.

// Driver initialization.
param.pfAppWifiCb = wifi event cb;
if(!m2m wifi init (&param))
{

tstrM2MAPConfig apConfig;

uint8 bEnableRedirect = 1;

strcpy (apConfig.au8SSID, "WINC AP");
apConfig.u8ListenChannel = 1;
apConfig.u8SecType = M2M WIFI SEC OPEN;
apConfig.u8SsidHide = 0;

// IP Address

apConfig.au8DHCPServerIP[0] = 192;
apConfig.au8DHCPServerIP[1] = 168;
apConfig.au8DHCPServerIP[2] = dg
apConfig.au8DHCPServerIP[0] = 1;

m2m wifi start provision mode (&apConfig, "atmelconfig.com",
while (1)

{

bEnableRedirect) ;
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m2m wifi handle events (NULL) ;

10.3  Wi-Fi Protected Setup (WPS)

Most modern Access Points support Wi-Fi Protected Setup method, typically using the push button
method. From the user’s perspective WPS is a simple mechanism to make a device connect securely to
an AP without remembering passwords or passphrases. WPS uses asymmetric cryptography to form a
temporary secure link which is then used to transfer a passphrase (and other information) from the AP to
the new station. After the transfer, secure connections are made as for normal static PSK configuration.

10.3.1 WPS Configuration Methods
There are two authentication methods that can be used with WPS:

1. PBC (Push button) method — A physical button is pressed on the AP which puts the AP into WPS
mode for a limited period of time. WPS is initiated on the ATWINC15x0 by calling m2m wifi wps
with input parameter WPS_PBC_TRIGGER.

2. PIN method — The AP is always available for WPS initiation but requires proof that the user has
knowledge of an 8-digit PIN, usually printed on the body of the AP. Since the WINC is often used in
headless devices (no user interface), it is necessary to reverse this process and force the AP to use
a PIN number provided with the WINC device. Some APs allow the PIN to be changed through
configuration. WPS is initiated on the ATWINC15x0 by calling m2m wifi wps with input parameter
WPS PIN TRIGGER. Given the difficulty of this approach, it is not recommend for most
applications.

The flow of messages and actions for WPS operation is shown in the following figure.
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10.3.2 WPS Control Flow
Figure 10-3. WPS Operation for Push Button Trigger
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10.3.3 WPS Limitations
*  WPS is used to transfer the WPA/WPAZ2 key only; other security types are not supported.
»  The WPS standard rejects the session (WPS response fail) if the WPS button pressed on more
than one AP in the same proximity, and the application can try again after couple of minutes.

* If no WPS button is pressed on the AP, the WPS scan will time-out after two minutes since the
initial WPS trigger.
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« The WPS is responsible to deliver the connection parameters to the application, the connection
procedure and the connection parameters validity is the application responsibility.

10.3.4 WPS Code Example

void wifi event cb(uint8 u8WiFiEvent, void * pvMsg)

{

if (uUBWiFiEvent == M2M WIFI REQ WPS)
{
tstrM2MWPSInfo *pstrWPS = (tstrM2MWPSInfo*)pvMsg;
if (pstrWPS->u8AuthType != 0)
{
printf ("WPS SSID : %$s\n",pstrWPS->au8SSID) ;
printf ("WPS PSK : $s\n",pstrWPS->au8PSK) ;
printf ("WPS SSID Auth Type : %s\n",
pstrWPS->u8AuthType == M2M WIFI SEC_OPEN ? "OPEN" : "WPA/WPA2");
printf ("WPS Channel : %d\n",pstrWPS->u8Ch + 1);

// Establish Wi-Fi connection
m2m wifi connect ((char*)pstrWPS->au8SSID, (uint8)m2m strlen (pstrWPS->au8SSID),
pstrWPS->u8AuthType, pstrWPS->au8PSK, pstrWPS->u8Ch) ;
}
else
{
printf (" (ERR) WPS Is not enabled OR Timedout\n") ;
}

}

int main ()
{

tstrWifiInitParam param;
// Platform specific initializations.

// Driver initialization.
param.pfAppWifiCb = wifi event cb;
if (!m2m wifi init (&param))
{
// Trigger WPS in Push button mode.
m2m wifi wps (WPS PBC TRIGGER, NULL);

while (1)
{

m2m wifi handle events (NULL) ;
}
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11.  Over-The-Air Upgrade

1.1 Overview
The WINC supports over-the-air upgrade of firmware on internal serial Flash. No host Flash memory
resources are required to store the firmware. The WINC uses an internal HTTP client (no HTTPS
supported) to retrieve the firmware from a remote server.

11.2  OTA Image Architecture
The WINC serial Flash can store two copies of the firmware image: a working image and a rollback
image. Upon first-time boot, the working image is the factory image and the rollback image is invalid
(empty). The WINC has insufficient internal memory to save the whole image in RAM during an OTA
upgrade; therefore, each block of downloaded data is written to the Flash as it is received. In the event
that the OTA fails, the existing (Working) image is retained and the rollback image is invalidated. If the
transfer succeeds, the Flash control structure is updated to reflect a new working image and the existing
image is marked as a valid rollback image.

Figure 11-1. OTA Image Organization

HOST MCU
Host MCU Application

WINC Host Driver

WINC Serial Flash

Control Sector

Working WINC Firmware Image

Rollback WINC Firmware Image
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1.3 OTA Download Sequence Diagram
Figure 11-2. OTA Image Download and Install

M2M APPLICATION M2M HOST DRIVER

m2m _ota_start_update (DOWNLOAD URL)

S— WINC firmware
m2m ota update cb e Downloads
(PROGRESS, PROGRESS_INFO) NN

m2m_ota update_cb (DL_STATUS, SUCCRSS)

it informs network controller to switch o use

the new firmware

m2m_ota_ switch fw()

m2m_ota_update_cb (SW_STATUS, SUCCESS)

does the following:
the file from DOWNLOAD_URL

« Verifies integrity of the downloaded file. (Integrity)
* And update the image validity in the control structt
e Accept the file and inform the Host Processor

—

Notice here that the new NCF image is not
effactive until host send m2m_ota_apply_update] )

—

Al that stage the WINC firmware will update the
working image offset and the rollback image offset

1.4 OTA Firmware Rollback
Figure 11-3. OTA Image Rollback Sequence

M2M APPLICATION M2M HOST DRIVER

The host application decides to rollback both its
own OTA and the WINC Firmw:

with it rollb i

rollba he natwork controller

11.5 OTA Limitations
*  No HTTPS file download supported.

m2m_ota update_cb (RB_STATUS, SUCCESS)
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Rollback is allowed, only after successful OTA download.
Rollback image is overwritten by any new successful or failed OTA attempt.

1.6 OTA Code Example

/*1<OTA update callback typedef> */
static void OtaUpdateCb (uint8 u80taUpdateStatusType ,uint8 u80taUpdateStatus)

{

}

if (u8OtaUpdateStatusType == DL_STATUS)
{
if (u80taUpdateStatus == OTA STATUS SUCSESS)
{
//switch to the upgraded firmware
m2m ota switch firmware();
}
}
else if (u80OtaUpdateStatusType == SW_STATUS)
{
if (u80taUpdateStatus == OTA STATUS SUCSESS)
{
M2M INFO ("Now OTA suceesfully done");
//start the host SW upgrade then system reset is required (Reintilize the driver)

void wifi event cb(uint8 u8WiFiEvent, void * pvMsg)

{

int

case M2M WIFI REQ DHCP CONF:

{
//after suceesfull connection, start the over air upgrade
m2m ota start update (OTA URL) ;

}

break;

default:

break;

main (void)

tstrWifiInitParam param;

tstrlxAuthCredentials gstrCredlx = AUTH CREDENTIALS;
nm_bsp_init();

m2m memset ((uint8*) &param, 0, sizeof (param));
param.pfAppWifiCb = wifi event cb;

//intilize the WINC Driver
ret = m2m wifi init (&param);
if (M2M SUCCESS != ret)
{
M2M ERR("Driver Init Failed <%d>\n", ret);
while (1) ;
}
//intilize the ota module
m2m ota init (OtaUpdateCb,NULL) ;
//connect to AP that provide connection to the OTA server
m2m wifi default connect();
while (1)
{
while (m2m wifi handle events (NULL) != M2M SUCCESS) {}
}

Note: For more details on example codes, refer to the ATWINC15x0 Software Programming Guide
(DS70005305).
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Multicast Sockets

Overview

The purpose of the multicast filters is to provide the ability to send/receive messages to/from multicast
addresses. This feature is useful for one-to-many communication over networks, whether it's intended to
send Internet Protocol (IP) datagrams to a group of interested receivers in a single transmission,
participate in a zero-configuration networking or listening to a multicast stream or any other application.

How to Use Filters

Whenever the application wishes to use a multicast IP address, for either sending or receiving, a filter is
needed. The application can establish this through setting the IP_ ADD MEMBERSHIP option for the
required socket accompanied by the multicast address that the application wants to use. If subsequently
the host wants to stop receiving the multicast stream, set the TP DROP MEMBERSHIP option for the
required socket accompanied with the multicast address.

Adding or removing a multicast address filter causes the WINC chip firmware to add/remove both MAC
layer filter and IP layer filter in order to pass or prevent messages from reaching to the host.

Multicast Socket Code Example

To illustrate the functionality, a simple example is implemented where the host application responds to
mDNS (Multicast Domain Name System) queries sent from a computer/mobile application. The computer/
mobile is looking for devices which support the zero configuration service as indicated by an mDNS
response. The WINC responds, notifying its presence and its capability of sending and receiving multicast
messages.

The example consists of a UDP server that binds on port 5353 (MDNS port) and waits for messages,
parsing them and replying with a previously saved response message.

. Server Initialization:

void MDNS_ServerInit ()
{

tstrSockAddr strAddr ;
unsigned int MULTICAST IP = OxEO00000FB; //224.0.0.251
socketInit () ;

dns_server sock = socket( AF INET, SOCK_DGRAM,0) ;

MDNS_INFO ("DNS_server_ init \n");

setsockopt (dns_server sock,1,IP ADD MEMBERSHIP, &MULTICAST IP,sizeof (MULTICAST IP));
strAddr.ul6Port =HTONS (MDNS_SERVER_ PORT) ;

bind(dns_server_sock, (struct sockaddr*)&strAddr,sizeof (strAddr)) ;
registerSocketCallback (UDP_SocketEventHandler, AppServerCb) ;

e Sockets Events Handler:

void MDNS RecvfromCB (signed char sock,unsigned char *pu8RxBuffer,signed short slé6DataSize,
unsigned char *pu8IPAddr,unsigned short ul6Port,void *pvArg)
{
MDNS INFO ("DnsServer RecvfromCB \n") ;
if ((pu8RxBuffer != 0) && (sl6DataSize > 0))
{
tstrDnsHdr strDnsHdr;
strdnsquery;
MDNS INFO ("DNS Packet Recieved \n");
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if (MDNS ParseQuery (&pu8RxBuffer[0], &strDnsHdr, &strDnsQuery))
MDNS SendResp (sock,pu8IPAddr, ulé6Port, &strDnsHdr, &strDnsQuery ) ;
}
else
{
MDNS_ INFO ("DnsServer RecvfromCB Error "\n");
}

¢ Server Socket Callback:

void MDNS RecvfromCB(signed char sock,unsigned char *pu8RxBuffer,signed short
sl6DataSize,unsigned char *pu8IPAddr,unsigned short ul6Port,void *pvArg)
{
MDNS INFO ("DnsServer RecvfromCB ™) g
if ((pu8RxBuffer != 0) && (sléDataSize > 0))
{
tstrDnsHdr strDnsHdr ;
strdnsquery ;
MDNS INFO ("DNS Packet Recieved \n");

if (MDNS ParseQuery (&pu8RxBuffer[0], &strDnsHdr, &strDnsQuery))
MDNS SendResp (sock,pu8IPAddr, ulé6Port, &strDnsHdr, &strDnsQuery ) ;
}
else

{
MDNS INFO ("DnsServer RecvfromCB Error '\n") ;

}

*  Parse mDNS Query:

int MDNS_ ParseQuery (unsigned char * pu8RxBuffer, tstrDnsHdr *pstrDnsHdr, strdnsquery
*pstrDnsQuery )
{

unsigned char dot size, temp=0;
unsigned short n=0,1=0,ul6index=0;

int bDNSmatch = 0;

/% ====ldentification-—cscscesssssssmssssssmsmmms [OR | Opcode |AA|TC|RD|RA|Z|AD|CD|
Rcode | */

e ----Total Questions-—----—--—----—————-——————— | == Total Answer
RRg==============s =/

A =—===Tptal Autherity RRg  coocccooooooooooooos | eemmooooooooaaas Total Additional
RRg===—m=ss==== &

J% eSS Questions
_________________________________ */

J% —eeemcesmcsssssssssssssssssssssssso== Answer RRs
__________________________________________ */

J% —eemessssoosoosoossoosoosoosoosooses Authority RRs
__________________________________ */

% e e e e S Additional RRs
__________________________________ */

MDNS_INFO ("Parsing DNS Packet\n");

pstrDnsHdr->id = (( pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[ul6index+1]));

MDNS INFO ("id = $%.4x \n",pstrDnsHdr->id);

ul6index+=2;
pstrDnsHdr->flagsl= pu8RxBuffer[ul6index++];
pstrDnsHdr->flags2= pu8RxBuffer[ul6index++];

MDNS INFO ("flags = $%.2x %.2x \n",pstrDnsHdr->flagsl,pstrDnsHdr->flags2);
pstrDnsHdr->numquestions = ((pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[ul6index+1]));
MDNS INFO ("numquestions = $%.4x \n",pstrDnsHdr->numquestions) ;

ul6index+=2;

pstrDnsHdr->numanswers = ((pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[uléindex+1]));
MDNS INFO ("numanswers = $%.4x \n",pstrDnsHdr->numanswers) ;

ul6index+=2;
pstrDnsHdr->numauthrr
MDNS INFO ("numauthrr
ul6index+=2;
pstrDnsHdr->numextrarr = ((pu8RxBuffer[ul6index]<<8)| (pu8RxBuffer[uléindex+1]));
MDNS INFO ("numextrarr = $%.4x \n", pstrDnsHdr->numextrarr) ;

ul6index+=2;

dot size =pstrDnsQuery->query[n++]= pu8RxBuffer[ul6index++];
pstrDnsQuery->ulé6size=1;

while (dot size--!=0) //(pu8RxBuffer[++uléindex] != 0)

{

((pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[ul6index+1])):;
%.4x \n",pstrDnsHdr->numauthrr) ;
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pstrDnsQuery->query[n++]=pstrDnsQuery->queryForChecking[i++]=pu8RxBuffer[ul6index++] ;
pstrDnsQuery->ul6size++;
gu8pos=temp;
if (dot _size == )
{
pstrDnsQuery->queryForChecking[i++]= '.' ;
temp=ul6index;
dot_size =pstrDnsQuery->query[n++]= pu8RxBuffer[ul6index++];
pstrDnsQuery->ulé6size+t+;
}
}
pstrDnsQuery->queryForChecking[--i] = 0;

MDNS INFO ("parsed query <%$s>\n",pstrDnsQuery->queryForChecking) ;
// Search for any match in the local DNS table.
for(n = 0; n < DNS_SERVER CACHE SIZE; n++)
{
MDNS INFO ("Saved URL <%$s>\n",gpacDnsServerCache[n]);
if (strcmp (gpacDnsServerCache[n], pstrDnsQuery->queryForChecking) ==0)
{
bDNSmatch= 1;
MDNS_INFO ("MATCH \n") ;
}
else
{
MDNS INFO ("Mismatch\n") ;
}
}

pstrDnsQuery->ul6class = ((pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[ul6index+1]));
ul6index+=2;
pstrDnsQuery->ulé6type= ((pu8RxBuffer[ul6index]<<8) | (pu8RxBuffer[ul6index+1l]))

return bDNSmatch;

*  Send mDNS Response:

void MDNS SendResp (signed char sock,unsigned char * pu8IPAddr,
unsigned short ul6Port,tstrDnsHdr *pstrDnsHdr,strdnsquery *pstrDnsQuery)
{
unsigned short ul6index=0;
tstrSockAddr strclientAddr ;
unsigned char * pu8sendBuf;
char * serviceName2 = (char*)malloc(sizeof (serviceName)+1) ;
unsigned int MULTICAST IP = O0OxFBOOOOEO;
pu8sendBuf= gPu8Buf;
memcpy (&strclientAddr.u32IPAddr, &MULTICAST IP,IPV4 DATA LENGTH) ;
strclientAddr.ul6Port=ul6Port;
MDNS INFO ("%$s \n",pstrDnsQuery->query) ;
MDNS INFO ("Query Size = %d \n",pstrDnsQuery->ulé6size);
MDNS INFO("class = %.4x \n",pstrDnsQuery->ulé6class);
MDNS INFO ("type = %.4x \n",pstrDnsQuery->ulé6type);
MDNS INFO ("PREPARING DNS ANSWER BEFORE SENDING\n") ;

A e e ID 2 BYEEs ——rerereeeereseseseseseememe=o W/
pu8sendBuf [ul6index++] =0; //( pstrDnsHdr->id>>8);
pu8sendBuf [ul6index++] = 0;//( pstrDnsHdr->id) & (0XFF) ;
MDNS_INFO (" (ResPonse) id = %.2x %$.2x \n",

pu8sendBuf [ul6index-2],pu8sendBuf[ul6index-1]) ;
[Femmmmmmmmmmmesmssssssssssssss Tlags 2 Byteg-——cssssscmc=csosoosomomomos 2/
pu8sendBuf [ul6index++] = DNS RSP FLAG 1;
pu8sendBuf [ul6index++] = DNS RSP FLAG 2;
MDNS INFO (" (ResPonse) Flags = %.2x %.2x \n",

pu8sendBuf [ul6index-2],pu8sendBuf[ul6index-11) ;
A e No of QUeSEIONS============——===————————— wY

pu8sendBuf [ul6index++] =0x00;
pu8sendBuf [uléindex++] =0x01;

MDNS INFO (" (ResPonse) Questions = %.2x %.2x \n",
pu8sendBuf [ul6index-2],pu8sendBuf [ul6index-11);
R e S No of Answers—-—-—-————————————————————————— =/

pu8sendBuf [ul6index++] =0x00;
pu8sendBuf [ul6index++] =0x01;

MDNS INFO (" (ResPonse) Answers = %.2x %.2X \n",
pu8sendBuf [ul6index-2],pu8sendBuf[ul6index-1]) ;
A e No of Authority RRs———————-———————————————— =/

pu8sendBuf [uléindex++] =0x00;
pu8sendBuf [ul6index++] =0x00;
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MDNS INFO (" (ResPonse) Authority RRs = %.2x %.2x \n",
pu8sendBuf [ul6index-2],pu8sendBuf [ul6index-1]) ;
e e e No of Additional RRS-—————————-———————————— &

pu8sendBuf [ul6index++] =0x00;
pu8sendBuf [ul6index++] =0x00;

MDNS_INFO (" (ResPonse) Additional RRs = %.2x %.2x \a®
pu8sendBuf [ul6index-2],pu8sendBuf[ul6index-1]) ;
A e e e e e s S O ST e e s e =/

memcpy (&pu8sendBuf [ul6index],pstrDnsQuery->query, pstrbDnsQuery->ul6size) ;
MDNS INFO ("\nsize = %d \n",pstrDnsQuery->ulésize);
ul6index+=pstrDnsQuery->ulé6size;

R e et Query Mype=——=—=—=—=—=—=—=—=—=—=—=—=—====—=====—===== =)
pu8sendBuf [ul6éindex++] = ( pstrDnsQuery->ulé6type>>8);//MDNS TYPE>>8;
pu8sendBuf [ul6index++] = ( pstrDnsQuery->ulé6type) & (0xXFF);// (MDNS TYPE&OXFF) ;
MDNS INFO ("Query Type = $%.2x %.2x \n", pu8sendBuf[ul6index-2],pu8sendBuf[ul6index-1]);
A Query Clagg=——=——==========sssssssooooooomommms =)
pu8sendBuf [ul6index++] =MDNS CLASS>>8;//(( pstrDnsQuery->ulé6class>>8) |0x80) ;
pu8sendBuf [ul6index++] = (MDNS_CLASS & OxFF);//( pstrDnsQuery->uléclass) & (0xFF);
MDNS INFO ("Query Class = %.2x %.2x \n", pu8sendBuf[ul6index-2],pu8sendBuf[ul6index-11]);
/xR A FAnswersHHF R AR AR AR AR AR FRFRFRST/
K e Name-———=———————— - mmm————————————— o/
pu8sendBuf [ul6index++]= 0xCO ; //pointer to query name location
pu8sendBuf [ul6index++]= 0x0C ; // instead of writing the whole query name again
A R e E =)
pu8sendBuf [ul6index++] =MDNS TYPE>>8; //Type 12 PTR (domain name Pointer).
pu8sendBuf [ul6index++] =(MDNS TYPE&OxFF);
A e Clagg=———mmmmmsesssssssss s s s s s s s e s eSS =)

pu8sendBuf [ul6index++] =0x00;//MDNS CLASS; //Class IN, Internet.
pu8sendBuf [ul6index++] =0x01;// (MDNS CLASS & OxFF);

A PTL-————————————————————————————————— /!

pu8sendBuf [ul6index++] =(TIME TO LIVE >>24);

pu8sendBuf [ul6index++] =(TIME TO LIVE >>16);

pu8sendBuf [ul6index++] =(TIME TO LIVE >>8);

pu8sendBuf [ul6index++] =(TIME TO LIVE );

R S Date Lengith=—======ssssssssssssssssssssssss=== =)
pu8sendBuf [ul6index++] =(sizeof (serviceName)+2)>>8;//added 2 bytes for the pointer
pu8sendBuf [ul6index++] =(sizeof (serviceName) +2) ;

K DATA————————————mm */

convertServiceName (serviceName, sizeof (serviceName) , serviceName?2) ;
memcpy (&pu8sendBuf [ul6index], serviceName2, sizeof (serviceName) +1) ;
ul6index+=sizeof (serviceName) ;
pu8sendBuf [ul6index++] =0xCO0;//Pointer to .local (from name)
pu8sendBuf [ul6index++] =gu8pos;//23
VAR
strclientAddr.ul6Port=HTONS (MDNS SERVER PORT) ;
// MultiCast RESPONSE
sendto ( sock, pu8sendBuf, (uintl6)ul6index,0, (struct

sockaddr*) &strclientAddr, sizeof (strclientAddr)) ;
strclientAddr.ul6Port=ul6Port;
memcpy (&strclientAddr.u32IPAddr, pu8IPAddr, IPV4 DATA LENGTH) ;

e Service Name:

static char gpacDnsServerCache[DNS SERVER CACHE SIZE] [MDNS HOSTNAME SIZE] =
{

" services. dns-sd. udp.local"," workstation. tcp.local"," http. tcp.local"
}i
unsigned char gPu8Buf [MDNS BUF SIZE];
unsigned char gu8pos ;
signed char dns_server_sock ;

#define serviceName " ATMELWIFI. tcp"
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WINC Serial Flash Memory

Overview and Features

The WINC has internal serial (SPI) Flash memory of 4Mb capacity in the ATWINC1500 and 8Mb capacity
in the ATWINC1510. The Flash memory is used to store:

»  User configuration
*  Firmware
*  Connection Profiles
During start-up and mode changes, firmware is loaded from the serial Flash into program memory (IRAM)

in which the firmware is executed. The Flash is accessed at other points during runtime to retrieve
configuration and profile data.

A minimum of 4Mb Flash is required for OTA feature in order to store both working and rollback images.

The Flash memory can be read, written and erased directly from the host without co-operation with the
WINC firmware. However, if operational firmware is already loaded, it is necessary to halt any running
WINC firmware first before accessing the serial Flash to avoid access conflict between the host and the
WINC processor.

Accessing to Serial Flash
+  The host has transparent access to the serial (SPI) Flash through the WINC SPI Master.

»  The host can program the serial (SPI) Flash without the need for operational firmware in the WINC.
The function m2m wifi download mode must be called first.

Figure 13-1. System Block Diagram showing SPI Flash Connection

WINC

Host MCU Wi-Fi ASIC SPI Master Serial Flash

Read/Write/Erase Operations
SPI Flash can be accessed to be read, written and erased.

It is required to change the WINC’s mode to Download mode first before attempting to access the SPI
Flash by calling:

sint32 m2m wifi download mode () ;
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All SPI Flash functions are blocking. A return of M2M SUCCESS indicates that the requested operation is
successfully completed.

The following is a list of Flash functions that may be used:

*  Query the size of the SPI Flash:

uint32 spi flash get size();

This function returns with the size of the SPI Flash in Mb.

* Read data from the SPI Flash:
sint8 spi flash read(uint8 *pu8Buf, uint32 u32offset, uint32 u32Sz)

Where the size of data is limited by the SPI Flash size.

* Erase sectors in the SPI Flash:
sint8 spi flash erase(uint32 u320ffset, uint32 u32Sz)

Note: The size is limited by the SPI Flash size.

Prior writing to any sector, erase this sector first. If some data needs to be changed within a sector, it is
advised to read the sector first, modify the data and then erase and write the whole sector again.

*  Write data to the SPI Flash:
sint8 spi flash write(uint8* pu8Buf, uint32 u320ffset, uint32 u32Sz)

If the application wants to write any number of bytes within any sector, it has to erase the entire sector
first. It may be necessary to read the entire sector, erase the sector and then write back with
modifications. It is also recommended to verify that data is written after it returns success by reading data
again and compare it with the original.

Flash Read, Erase, and Write Code Examples

#include "spi_flash.h"
#define DATA TO REPLACE "THIS IS A NEW SECTOR IN FLASH"

int main ()

{

uint8 au8FlashContent [FLASH SECTOR_SZ] {0};
uint32u32FlashTotalSize = 0, u32FlashOffset = 0;

// Platform specific initializations.

ret = m2m wifi download_mode () ;
if(M2M_SUCCESS = ret)
{
printf ("Unable to enter download mode\r\n");
}
else

{

u32FlashTotalSize spi_flash get size();

}

while ((u32FlashTotalSize > u32FlashOffset) && (M2M SUCCESS == ret))
{
ret = spi_ flash read(au8FlashContent, u32FlashOffset, FLASH SECTOR SZ);
if (M2M SUCCESS != ret)
{
printf ("Unable to read SPI sector\r\n");
break;
}
memcpy (au8FlashContent, DATA TO REPLACE, strlen(DATA TO REPLACE));
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ret = spi flash erase(u32FlashOffset, FLASH SECTOR SZ);
if (M2M SUCCESS != ret)
{
printf ("Unable to erase SPI sector\r\n");
break;
}

ret = spi_flash write(au8FlashContent, u32FlashOffset, FLASH SECTOR SZ);
if (M2M SUCCESS != ret)
{
printf ("Unable to write SPI sector\r\n");
break;
}
u32FlashOffset += FLASH SECTOR_SZ;
}

if (M2M SUCCESS == ret)
{
printf ("Successful operations\r\n");

}

else

{

printf ("Failed operations\r\n");

}

while (1) ;
return M2M SUCCESS;
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14. Wi-Fi Sniffer Mode

Note: Sniffer mode is not supported in the firmware version 19.5.x.

141 Overview

In Sniffer mode, the ATWINC15x0 receives all traffic on the current wireless channel with the ability to
apply filters and configuration. This mode operates without making a connection to an AP and returns all
frames captured from the air subject to the configured filters.

The received frames are delivered to the application. Delivered frames contain two parts:

* A structure holding the Wi-Fi frame header parameters (frame type, frame sub-type, BSSID, and so
on).
» A buffer holding the data payload of the Wi-Fi frame.

The application also has the ability to compose and send RAW Wi-Fi frames. The application is
responsible for the format, the WINC transmits it on the air as it is.

Note: The ATWINC15x0 must be disconnected before activating this mode.

14.2  Sniffer (Monitoring) Mode APIs
*  Use the following API function to enable WINC Sniffer mode

sint8 m2m wifi enable monitoring mode (tstrM2MWifiMonitorModeCtrl *pstrMtrCtrl,
uint8 *pu8PayloadBuffer,
uintl6é ul6BufferSize,
uintl6 uléDataOffset
);

*  Use the following API function to disable WINC Sniffer mode

sint8 m2m wifi disable monitoring mode (void) ;

*  Use the following API function to send packets in WINC Sniffer mode

sint8 m2m wifi send wlan_pkt (uint8 *pu8WlanPacket,
uintl6 ul6WlanHeaderLength,

uintl6é ulé6WlanPktSize

)i

14.3  Monitoring Parameters

To enable monitoring, the application needs to populate a tstrM2MWifiMonitorModeCtrl structure
type to specify which frames are captured. The other parameters define a buffer into which the captured
data is placed. Once monitoring is active, the monitoring call back is called for each frame matching the
filter. A structure of type tstrM2MWifiRxPacketInfo is passed to the call back with details of the
frame.

14.4 Sequence Diagram

The following figure shows the Monitoring mode sequence, which includes enabling/disabling the mode
and receiving matched packets.
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Figure 14-1. Monitoring Mode Sequence Diagram

M2M APPLICATION M2M HOST DRIVER

m2m wifi enable monitoring mode (tstrM2mWifi
MonitorModeCtrl *, buffer, size, offset);

¢ Monitoring Mode
Actived.

Monitoring Mode is Listening for

matched packets with applied filter

Matched Packet

a
-

monitor cb (tstrM2mWifiRxPacketInfo *,

payload, size);

Matched Packet

monitor cb(tstrM2mWifiRxPacketInfo *, [«
payload, size); |

m2m wifi_disable monitoring mode() ;
¢ Monitoring Mode
Disabled.

14.5 Code Example

#include "m2m wifi.h"
#include "m2m types.h"

/* Declare receive buffer */
uint8 gmgmt[1600];

/* Callback functions */
void wifi cb(uint8 u8WiFiEvent, void * pvMsg)

{
}

’

void wifi monitoring cb (tstrM2MWifiRxPacketInfo *pstrWifiRxPacket, uint8 *pu8Payload, uintlé

ulé6PayloadSize)
{
if ((NULL != pstrWifiRxPacket) && (0 != ul6PayloadSize))
{
if (MANAGEMENT == pstrWifiRxPacket->u8FrameType)
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{ MZMilNFO("***# MGMT PACKET #***\n");

élse if (DATA BASICTYPE == pstrWifiRxPacket->u8FrameType)
{ M2M_INFO("***# DATA PACKET #***\n");

élse if (CONTROL == pstrWifiRxPacket->u8FrameType)

{ M2M_INFO("***# CONTROL PACKET #***\n") ;

}

}

int main ()
{

tstrWifiInitParam param;

/* Platform specific initializations. */
param.pfAppWifiCb = wifi cb;
param.pfAppMonCb = wifi monitoring cb;

if (!m2m wifi init (&param))
{
tstrM2MWifiMonitorModeCtrl strMonitorCtrl = {0};
/* Enable Monitor Mode with filter to receive all data frames on channel 1 */

strMonitorCtrl.u8ChannellID = 1;

strMonitorCtrl.u8FrameType = DATA BASICTYPE;
strMonitorCtrl.u8FrameSubtype = M2M WIFI_FRAME SUB TYPE ANY;

m2m wifi enable monitoring mode (&strMonitorCtrl, gmgmt, sizeof (gmgmt), 0);
while (1)

{
m2m wifi handle events (NULL) ;
}
}

return 0;

Note: For more details on example codes, refer to the ATWINC15x0 Software Programming Guide
(DS70005305).
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Host Interface (HIF) Protocol

Communication between the user application and the WINC device is facilitated by the driver software.
This driver implements the Host Interface (HIF) Protocol and exposes an API to the application with
various services. The services are broadly in two categories: Wi-Fi device control and IP Socket. The Wi-
Fi device control services allow actions such as channel scanning, network identification, connection and
disconnection. The Socket services allow data transfer once a connection is established and similar to
BSD socket definitions.

The host driver implements services asynchronously. This means that when the application calls an API
to request a service action, the call is non-blocking and returns immediately, often before the action is
completed. Where appropriate notification that an action has completed is provided in a subsequent
message from the WINC device to the host which is delivered to the application via a callback function. In
general, the WINC firmware uses asynchronous events to signal the host driver of certain status
changes. Asynchronous operation is essential where functions (such as Wi-Fi connection) make take
significant time.

When an APl is called, a sequence of layers is activated formatting the request and arranging to transfer
it to the WINC device through the serial protocol.

Note: Dealing with HIF messages in the host MCU application is an advanced topic. For most
applications, it is recommended to use Wi-Fi and socket layers. Both layers hide the complexity of the HIF
APls.

After the application sends request, the Host Driver (Wi-Fi/Socket layer) formats the request and sends it
to the HIF layer which then interrupts the WINC device to notify that a new request is posted. Upon
receipt, the WINC firmware parses the request and starts the required operation.

Figure 15-1. WINC Driver Layers

Host Driver

Wi-Fi

Bus Wrapper

The Host Interface Layer is responsible for handling communication between the host MCU and the
WINC device. This includes interrupt handling, DMA control and management of communication logic
between the firmware driver at host and the WINC firmware.

The Request/Response sequence between the host and the WINC chip is shown in the following figure.
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Figure 15-2. The Request/Response Sequence Diagram
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Transfer Sequence Between the HIF Layer and the WINC Firmware

The following section shows the individual steps taken during a HIF frame transmit (HIF message to the
WINC) and a HIF frame receive (HIF message from the WINC).

Frame Transmit

The following figure shows the steps and states involved in sending a message from the host to the

WINC device.

Figure 15-3. HIF Frame Transmit to WINC
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Table 15-1. Steps in HIF Frame Transmit to WINC

s oeseipion

Step (1) Wake-up the Wake-up the device to be able to receive the host requests.
WINC device

Step (2) Interrupt the
WINC device

Prepare and Set the HIF layer header to NMI_STATE_REG register (4 bytes
header describing the sent packet).

Set BIT [1] of WIFI_HOST_RCV_CTRL_2 register to raise an interrupt to the
WINC chip.

Step (3) Poll for DMA
address

Wait until the WINC chip clears BIT [1] of WIFI_HOST_RCV_CTRL_2
register.

Get the DMA address (for the allocated memory) from register 0x150400.

Step (4) Write data Write the data blocks in sequence, the HIF header then the Control buffer (if

any) then the Data buffer (if any).

Step (5) TX Done
Interrupt

Send a notification that writing the data is completed by setting BIT [1] of
WIFI_HOST_RCV_CTRL_3 register.

Step (6) Allow the WINC  Allow the WINC device to enter Sleep mode again (if it wishes).
device to Sleep

Frame Receive
The following figure shows the steps and states involved in sending a message from the WINC device to
the host.

Figure 15-4. HIF Frame Receive from WINC to Host

Read
Data
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—
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HOST RX
done
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—»

Allow WINC
to Sleep
(state 7)

Table 15-2. Steps in HIF Frame Receive from WINC to Host

s omrion

Step (1) Wake-up the Wake-up the device to be able to receive host requests.
WINC device

Step (2) Check for
Interrupt

Monitor BIT [0] of WIFI_HOST RCV_CTRL_O register.

Disable the host from receiving interrupts (until this interrupt is processed).
Write zero to BIT [0] of WIFI_HOST_RCV_CTRL_O register.

Get the address of the data block from WIFI_HOST RCV_CTRL_1 register.

Step (3) Clear interrupt
Step (4) Read data

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 77



15.2

15.3

ATWINC15x0

S e

Read data block with size obtained from WIFI_HOST_RCV_CTRL_O register
BIT [13] <-> BIT [2].

Step (5) Process Parse the HIF header at the start of the data and forward the data to the
Request appropriate registered Callback function.

Step (6) HOST RX Done Raise an interrupt for the chip to free the memory holding the data by setting
BIT [1] of WIFI_HOST_RCV_CTRL_O0 register.

Enable host interrupt reception again.

Step (7) Allow the WINC | Allow the WINC device to enter Sleep mode again (if it wishes).
device to Sleep

HIF Message Header Structure

The HIF message is the data structure exchanged back and forth between the Host Interface and the
WINC firmware. The HIF message header structure consists of three fields:

7 G 5 4 3 2 1 = 7 G 5 4 3 z 1 o

Payload Length

Fayload

»  The Group ID (8-bit) — a group ID is the category of the message. Valid categories are enumerated
in tenuM2mRegGroup.

*  Op Code (8-bit) — is a command number. Valid command number is a value enumerated in:
tenuM2mConfigCmd and tenuM2mStaCmd, tenuM2mApCmd, and tenuM2mP2pCmd
corresponding to configuration, STA mode, AP mode, and P2P mode commands.

Note: Refertothe m2m types.h for the full list of commands.

» Payload Length (16-bit) — the payload length is shown in bytes (does not include header).

HIF Layer APIs

The interface between the application and the driver is done at the higher layer API interface (Wi-Fi /
Socket.) As explained previously, the driver upper layer uses a lower layer API to access the services of
the Host Interface Protocol. This section describes the Host Interface APIs that the upper layers use:

The following API functions are described:
. hif chip wake
. hif chip sleep
e hif register cb

e hif isr
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e hif receive
e hif send
e hif set sleep mode

e hif get sleep mode

For all functions, the return value is either M2M SUCCESS (zero) in case of success or a negative value in
case of failure.

* sint8 hif chip wake (void) — this function wakes the WINC chip from Sleep mode using
clockless register access. It sets bit '1' of register 0x01 and sets the value of WAKE_REG register
to WAKE_VALUE.

* sint8 hif chip sleep (void) — this function enables Sleep mode for the WINC chip by setting
the WAKE_REG register to a value of SLEEP_VALUE and clearing bit '1' of register 0x01.

* sint8 hif register cb (uint8 u8Grp, tpfHifCallBack fn) — this function set the callback
function for different components (for example, M2M WIFI, M2M HIF, M2M OTA and so on.). A
callback is registered by upper layers to receive specific events of a specific message group.

* sint8 hif isr (void) - this is the host interface interrupt service routine. It handles interrupts
generated by the WINC chip and parses the HIF header to call back the appropriate handler.

* sint8 hif receive (Uint32 u32Addr, uint8 *pu8Buf, uint16 u16Sz, uint8 is Done) — this function
causes the host driver to read data from the WINC chip. The location and length of the data must
be known in advance and specified. This is typically extracted from an earlier part of a transaction.

* sint8 hif send (uint8 u8Gid, uint8 u8Opcode, uint8 *pu8CtriBuf, uint16 u16CtrIBufSize, uint8
*pu8DataBuf, uint16 u16DataSize, uint16 16DataOffset) — this function causes the host driver to
send data to the WINC chip. The WINC chip must be prepared for reception according to the flow
described in the previous section.

*  void hif set sleep mode (uint8 u8Pstype) — this function is used to set the Sleep mode of the
HIF layer.

* uint8 hif get sleep mode (void) — this function return the Sleep mode of the HIF layer.

Scan Code Example
The following code example illustrates the Request/Response flow on a Wi-Fi Scan request.

Note: For more details on example codes, refer to the ATWINC15x0 Software Programming Guide
(DS70005305).

*  The application requests a Wi-Fi scan.
m2m wifi request scan (M2M WIFI CH ALL);

»  The host driver Wi-Fi layer formats the request and forward it to HIF (Host Interface) layer.

sint8 m2m wifi request scan(uint8 ch)
{

tstrM2MScan strtmp;

sint8 s8Ret = M2M_ERR_SCAN_IN_PROGRESS;

strtmp.u8ChNum = ch;

s8Ret = hif send(M2M REQ GRP WIFI, M2M WIFI REQ SCAN, (uint8*)&strtmp,
sizeof (tstrM2MScan) ,NULL, 0,0);

return s8Ret;

}
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*  The HIF layer sends the request to the WINC chip.

sint8 hif send(uint8 u8Gid,uint8 u80Opcode,uint8 *pu8CtrlBuf,uintl6 ul6CtrlBufSize,
uint8 *pu8DataBuf,uintl6 ul6DataSize, uintl6 uléDataOffset)
{
sint8 ret = M2M ERR_SEND;
volatile tstrHifHdr strHif;

strHif.u80pcode = u80pcode& (~NBIT7) ;
strHif.u8Gid = u8Gid;
strHif.uléLength = M2M HIF HDR OFFSET;
if (pu8DataBuf != NULL)
{
strHif.uléLength += ul6DataOffset + ul6DataSize;
}
else
{
strHif.ul6Length += ul6CtrlBufSize;
}
/* TX STEP (1) */
ret = hif chip wake();
if (ret == M2M SUCCESS)
{
volatile uint32 reg, dma_addr = 0;
volatile uintlé cnt = 0;

reg = 0UL;
reg |= (uint32)u8Gid;
reg |= ((uint32)u80pcode<<8);
reg |= ((uint32)strHif.ul6Length<<16) ;
ret = nm write reg(NMI_ STATE REG,req);
if (M2M SUCCESS != ret) goto ERR1;
reg = 0;
/* TX STEP (2) */
reg |= (1<<1);
ret = nm write reg(WIFI HOST RCV CTRL 2, reg);
if (M2M SUCCESS != ret) goto ERRI1;

dma addr = 0;

for(cnt = 0; cnt < 1000; cnt ++)

{
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 2, (uint32 *)é&req);
if (ret != M2M SUCCESS) break;
if (!(reg & 0x2))

{
/* TX STEP (3) */
ret = nm read reg with ret (0x150400, (uint32 *)&dma addr);
if (ret != M2M SUCCESS) {
/*in case of read error clear the dma address and return error*/
dma addr = 0;
}
/*in case of success break */
break;
}
}
if (dma addr != 0)
{
volatile uint32 u32CurrAddr;
u32CurrAddr = dma_ addr;
strHif.uléLength=NM BSP B L 16(strHif.ulé6Length);
/* TX STEP (4) */
ret = nm write block(u32CurrAddr, (uint8*)&strHif, M2M HIF HDR OFFSET) ;

if (M2M SUCCESS != ret) goto ERR1;
u32CurrAddr += M2M HIF HDR OFFSET;
if (pu8CtrlBuf != NULL)

{
ret = nm _write block (u32CurrAddr, pu8CtrlBuf, ul6CtrlBufSize);
if (M2M SUCCESS != ret) goto ERRI1;
u32CurrAddr += ul6CtrlBufSize;

}

if (pu8DataBuf != NULL)

u32CurrAddr += (uléDataOffset - uleCtrlBufSize);
ret = nm write block(u32CurrAddr, pu8DataBuf, uléDataSize);
if (M2M SUCCESS != ret) goto ERR1;
u32CurrAddr += ulé6DataSize;
}

reg = dma_addr << 2;
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reg |= (1 << 1);
/* TX STEP (5) */
ret = nm write reg(WIFI_HOST RCV_CTRL 3, regq);
if (M2M SUCCESS != ret) goto ERRI;
}

else

{
/* ERROR STATE */
M2M DBG ("Failed to alloc rx size\r");
ret = M2M ERR MEM ALLOC;
goto ERRI1;

}
else
{
M2M ERR (" (HIF)Fail to wakup the chip\n");
goto ERRI1;
}
/* TX STEP (6) */
ret = hif chip sleep():;
ERR1: B B
return ret;

}

*  The WINC chip processes the request and interrupts the host after finishing the operation.
»  The HIF layer then receives the response.

static sint8 hif isr(void)
{
sint8 ret = M2M ERR BUS FAIL;
uint32 reg;
volatile tstrHifHdr strHif;
/* RX STEP (1) */
ret = hif chip wake();
if (ret == M2M SUCCESS)
{
/* RX STEP (2) */
ret = nm read reg with ret (WIFI HOST RCV_CTRL 0, &reg);
if (M2M SUCCESS == ret)
{
/* New interrupt has been received */
if (reg & 0x1)
{
uintlé size;
nm bsp interrupt ctrl(0);
/*Clearing RX interrupt*/
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 0, &reg);
if (ret != M2M SUCCESS)goto ERRI1;
reg &= ~(1<<0);
/* RX STEP (3) */
ret=nm write reg (WIFI_HOST RCV_CTRL 0, req);
if (ret != M2M SUCCESS)goto ERRI1;
/* read the rx size */
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 0, &req);
if (M2M SUCCESS != ret)
{
M2M_ERR(" (hif) WIFI_HOST RCV_CTRL 0 bus faill\n");
nm bsp interrupt ctrl(l);
goto ERRI; -
}
gu8HifSizeDone = 0;
size = (uintl6) ((reg >> 2) & Oxfff);
if (size > 0)
{
uint32 address = 0;
/** start bus transfer *x/
/* RX STEP (4) */
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 1, &address);
if (M2M SUCCESS != ret)
{
M2M ERR (" (hif) WIFI_HOST RCV_CTRL 1 bus failln");
nm bsp interrupt ctrl(l);
goto ERRI1;
}
ret = nm read block(address, (uint8*)é&strHif, sizeof (tstrHifHdr));
strHif.ul6Length = NM BSP B L 16(strHif.ul6Length);
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if (M2M SUCCESS != ret)
{
M2M ERR (" (hif) address bus faill\n");
nm bsp interrupt ctrl(l);
goto ERRI1;
}
if (strHif.ul6Length != size)
{
if((size - strHif.ul6Length) > 4)
{
M2M ERR (" (hif) Corrupted packet Size = %u <L = %u, G = %u, OP =
%$02X>\n",
size, strHif.ul6éLength, strHif.u8Gid, strHif.u80pcode) ;
nm _bsp interrupt ctrl(l);
ret = M2M ERR BUS_FAIL;
goto ERR1;

}

/* RX STEP (5) */
if (M2M REQ GRP_WIFI == strHif.u8Gid)
{
if (pfWifiCb)
{
pfWifiCb (strHif.u80pcode, strHif.ul6Length - M2M HIF HDR OFFSET,
address + M2M HIF HDR OFFSET) ;

}
else if (M2M REQ GRP IP == strHif.u8Gid)
{
if (pfIpCb)
{
pfIpCb (strHif.u80pcode, strHif.ul6Length - M2M HIF HDR OFFSET,
address + M2M HIF HDR OFFSET) ;
}
}
else if (M2M REQ GRP OTA == strHif.u8Gid)
{
if (pfOtacCb)
{
pfOtaCb (strHif.u80pcode, strHif.ul6Length - M2M HIF HDR OFFSET,
address + M2M HIF HDR OFFSET);

}

else

{
M2M ERR (" (hif) invalid group ID\n");
ret = M2M ERR BUS FAIL;
goto ERRI1;

}
/* RX STEP (6) */
if (!gu8HifSizeDone)
{
M2M ERR (" (hif) host app didn't set RX Done\n") ;
ret = hif set rx done();

}

else
{
ret = M2M ERR RCV;

M2M ERR (" (hif) Wrong Size\n");
goto ERRI1;

}
else
{
#ifndef WIN32
M2M ERR (" (hif) False interrupt %1x",reg);
fendif

}

else

{
M2M ERR (" (hif) Fail to Read interrupt reg\n");
goto ERR1;
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else

{
M2M ERR (" (hif) FAIL to wakeup the chip\n");
goto ERR1;

}

/* RX STEP (7) */

ret = hif chip sleep();

ERR1:
return ret;

}

»  The appropriate handler is layer Wi-Fi (called from the HIF layer).

static void m2m wifi cb(uint8 u80pCode, uintlé uléDataSize, uint32 u32Addr)
{ // ..code eliminated..
else if (u80pCode == M2M WIFI RESP SCAN DONE)
{
tstrM2mScanDone strState;
gu8scanInProgress = 0;
if (hif receive (u32Addr, (uint8%*)s&strState, sizeof (tstrM2mScanDone), 0) == M2M SUCCESS)
{
gu8ChNum = strState.u8NumofCh;
if (gpfAppWifiCb)
gpfAppWifiCb (M2M WIFI RESP SCAN DONE, &strState);
}
}

// ..code eliminated..

*  The Wi-Fi layer sends the response to the application through its callback function.

if (u8MsgType == M2M WIFI_RESP_SCAN_DONE)
{
tstrM2mScanDone *pstrInfo = (tstrM2mScanDone*) pvMsg;
if( (gu8IsWiFiConnected == M2M_WIFI_DISCONNECTED) &&
(quB8wWPS == WPS_DISABLED) && (gu8Prov == PROV_DISABLED) )

{
gu8Index = 0;
gu8Sleep = PS WAKE;
if (pstrInfo->u8NumofCh >= 1)
{
m2m wifi reqg scan result (gu8Index);
gu8Index++;
}
else
{
m2m wifi request scan (M2M WIFI _CH ALL);
}
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WINC SPI Protocol

The WINC main interface is SPI. The WINC device employs a protocol to allow exchange of formatted
binary messages between the WINC firmware and the host MCU application. The WINC protocol uses
raw bytes exchanged on SPI bus to form high level structures like requests and callbacks.

The WINC SPI protocol consists of three layers:
* Layer 1 —the WINC SPI Slave protocol, which allows the host MCU application to perform register/

memory read and write operation in the ATWINC15x0 device using raw SPI data exchange.

* Layer 2 — the host MCU application uses the register and memory read and write capabilities to
exchange the host interface frames with the WINC firmware. It also provides asynchronous
callback from the WINC firmware to the host MCU through interrupts and the host interface RX
frames. For more information on this layer, refer to Section 15 “Host Interface (HIF) Protocol”.

* Layer 3 — allows the host MCU application to exchange high level messages (for example, Wi-Fi
scan, socket connection, or TCP data received) with the WINC firmware to employ in the host MCU
application logic.

Figure 16-1. WINC SPI Protocol Layers

*App Logic

e *Init, scan,
Functions connect, socket

+hif_send,
+hif_receive
WINC SPI -
Slave write_reg
Protocol *read_reg

*SPI read/write

Introduction

The WINC SPI Protocol is implemented as a command-response transaction and assumes one party is
the Master and the other is the Slave. The roles correspond to the Master and Slave devices on the SPI
bus. Each message has an identifier in the first byte indicating the type of message:

¢ Command
*  Response
. Data
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In the case of Command and Data messages, the last byte is used as data integrity check.

The format of Command and Response and Data frames are described in the following sections. The
following points apply:

*  There is a response for each command.

»  Transmitted/received data is divided into packets with fixed size.

»  For a write transaction (Slave is receiving data packets), the Slave sends a response for each data
packet.

* For a RD transaction (Master is receiving data packets), the Master does not send a response. If
there is an error, the Master requests a retransmission on the lost data packet.

*  Protection of commands and data packets by CRC is optional.

Command Format

The following frame formation is used for commands where the host supports a DMA address of three
bytes.

b————— 1 Byte ; Payload Sz ———4—1 Byle —
— 4 Bits } 4 Bits

[ CMDIDATA Start | CMD type Payload CRC

} 10 Byla (max) {

The first byte contains two fields:

» The CMD/Data Start field indicates that this is a Command frame.
*  The CMD type field specifies the command to be executed.

The CMD type may be one of 15 commands:

*  DMA write

« DMAread

* Internal register write

* Internal register read

*  Transaction termination
* Repeat data packet

*  DMA extended write

« DMA extended read

*  DMA single-word write
*  DMA single-word read
*  Soft Reset

The Payload field contains command specific data and its length depends on the CMD type.
The CRC field is optional and generally computed in software.
The Payload field can be one of four types each having a different length:

*  A: Three bytes
* B:Five bytes

* C:Six bytes

* D: Seven bytes

Type A commands include:
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*  DMA single-word RD

* internal register RD

*  Transaction termination command
* Repeat data PKT command

*  Soft Reset command

Type B commands include:

. DMA RD Transaction
. DMA WR Transaction

Type C commands include:

«  DMA Extended RD transaction
. DMA Extended WR transaction
* Internal register WR

Type D commands include:

*  DMA single-word WR

Full details of the frame format fields are provided in the following table:

Table 16-1. Frame Format Fields

Fod s omsepion

CMD Start 4 bits  Command Start: 4’1100

CMD Type 4 bits Command type:
4’b0001: DMA write transaction
4’b0010: DMA read transaction
4’b0011: Internal register write
4’b0100: Internal register read
4’'p0101: Transaction termination
4’b0110: Repeat data Packet command
4’b0111: DMA extended write transaction
4’b1000: DMA extended read transaction
4’b1001: DMA single-word write
4’b1010: DMA single-word read
4’b1111: Soft Reset command

Payload | A:3 | The Payload field may be of Type A, B, C, or D
B:5 Type A (length 3)
C: 6 | 1- DMA single-word RD
D: 7 | Param: Read Address:
Payload bytes:
BO: ADDRESS|[23:16]
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N

B1: ADDRESS[15:8]
B2: ADDRESS][7:0]

2- internal register RD

Param: Offset address (two bytes):
Payload bytes:

BO: OFFSET-ADDRJ[15:8]

B1: OFFSET-ADDRJ[7:0]

B2: 0

3- Transaction termination command
Param: none

Payload bytes:

BO: 0

B1:0

B2: 0

4- Repeat Data PKT command
Param: none

Payload bytes:

BO: 0

B1:0

B2: 0

5- Soft Reset command
Param: none

Payload bytes:

BO: OxFF

B1: OXFF

B2: OxFF

Type B (length 5)

1- DMA RD Transaction

Params:

DMA Start Address: 3 bytes
DMA count: 2 bytes
Payload bytes:

BO: ADDRESS[23:16]
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N

B1: ADDRESS[15:8]

B2: ADDRESS[7:0]

B3: COUNT[15:8]

B4: COUNTI[7:0]

2- DMA WR Transaction

Params:

DMA Start Address: 3 bytes
DMA count: 2 bytes
Payload bytes:

BO: ADDRESS[23:16]

B1: ADDRESS[15:8]

B2: ADDRESS[7:0]

B3: COUNTI[15:8]

B4: COUNTI7:0]

Type C (length 6)
1- DMA Extended RD transaction

Params:

DMA Start Address: 3 bytes
DMA extended count: 3 bytes
Payload bytes:

BO: ADDRESS[23:16]

B1: ADDRESS[15:8]

B2: ADDRESS[7:0]

B3: COUNT[23:16]

B4: COUNTI[15:8]

B5: COUNTI7:0]

2- DMA Extended WR transaction
Params:

DMA Start Address: 3 bytes
DMA extended count: 3 bytes
Payload bytes:

BO: ADDRESS[23:16]
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N

CRC7

1 byte

B1: ADDRESS[15:8]

B2: ADDRESS[7:0]

B3: COUNT[23:16]

B4: COUNT[15:8]

B5: COUNT(7:0]

3- Internal register WR*
Params:

Offset address: 3 bytes
Write data: 3 bytes

* “clocked or clockless registers”
Payload bytes:

BO: OFFSET-ADDRJ[15:8]
B1: OFFSET-ADDR [7:0]
B2: DATA[31:24]

B3: DATA [23:16]

B4: DATA [15:8]

B5: DATA [7:0]

Type D (length 7)

1- DMA single-word WR

Params:

Address: 3 bytes
DMA Data: 4 bytes
Payload bytes:

BO: ADDRESS|[23:16]
B1: ADDRESS[15:8]
B2: ADDRESS[7:0]
B3: DATA[31:24]
B4: DATA [23:16]
B5: DATA [15:8]

B6: DATA [7:0]

Optional data integrity field comprising two subfields:

bit O: fixed value ‘1’
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N

bits 1-7: 7 bit CRC value computed using polynomial G(x) = X7 + X3 + 1 with seed
value: Ox7F

The following table summarizes the different commands according to the payload type (DMA address = 3
bytes):

Table 16-2. Commands in Payload

Payload Type |Payload Size | Command Packet Size with CRC

Type A 3 bytes 5 bytes 1- DMA Single-Word Read
2- Internal Register Read
3- Transaction Termination

4- Repeat Data Packet

5- Soft Reset
Type B 5 bytes 7 bytes 1- DMA Read
2- DMA Write
Type C 6 bytes 8 bytes 1- DMA Extended Read

2- DMA Extended Write

3- Internal Register Write

Type D 7 bytes 9 bytes 1- DMA Single-Word Write

16.1.2 Response Format

The following frame formation is used for responses sent by the WINC device as the result of receiving a
Command or certain Data frames. The Response message has a fixed length of two bytes.

— 1 Byte

! 1 Byle {
| 4 Bits { 4 Bits !

| RES/DATA Start | RES Type | STATE |
} 2 Byte ————
The first byte contains two four bit fields which identify the response message and the response type.

The second byte indicates the status of the WINC after receiving and, where possible, executing the
command/data. This byte contains two sub fields:

« BO0-B3: Error state

* B4-B7: DMA state

States that may be indicated are:

« DMA state:
— DMA ready for any transaction
— DMA engine is busy

*  Error state:
— No error
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— Unsupported command
— Receiving unexpected data packet
— Command CRCY error

Table 16-3. Response Format

Pt s s

Res Start 4 bits | Response Start : 4°b1100
Response Type 4 bits  If the response packet is for Command:
*  Contains of copy of the Command Type field in the Command.
If the response packet is for received Data Packet:

*  4’b0001: first data packet is received
*  4’b0010: Receiving data packets

*  4’b0011: last data packet is received
*  4’b1111: Reserved value

State 1 byte | This field is divided into two subfields:
DMA State :
| State |
" e
| DA State | Error State |
—— 4 Bits | 4 itz

*  4’b0000: DMA ready for any transaction
*  4’b0001: DMA engine is busy

Error State:

*  4’b0000: No error

e 4’b0001: Unsupported command

*  4’b0010: Receiving unexpected data packet
*  4’b0011: Command CRCY7 error

*  4’b0100: Data CRC16 error

*  4’b0101: Internal general error

16.1.3 Data Packet Format

The Data Packet Format is used in either direction (Master to Slave or Slave to Master) to transfer
opaque data. A command frame is used either to inform the Slave that a data packet is about to be sent
or to request the Slave to send a data packet to the Master. In the case of Master to Slave, the Slave
sends a response after the command and each subsequent data frame. The format of a data packet is
shown below.

| DATA Start | Packet Order | Data Bytes | CRC
— 4 Bits ——— 4 Bits
! 1 Byle DATA PACKET SIZE J 2 Byte

To support DMA hardware, a large data transfer may be fragmented into multiple smaller Data Packets.
This is controlled by the value of DATA_PACKET _SIZE which is agreed between the Master and the
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Slave in software and is a fixed value such as 256B, 512B, 1KB (default), 2KB, 4KB, or 8KB. If a transfer
has a length of m, which exceeds DATA_PACKET_SIZE, the sender must split it into multiple
DATA_PACKET_SIZE as shown in Equation 1:

(m— (n-1)* DATA_PACKET _SIZE) Equation 1
Where,
1.. n-1 = length of the DATA_PACKET_SIZE

n = frame length
This is illustrated below.

+ |f DMA count <= DATA_PACKET_SIZE:
The data packet is “DATA_Header + DMA count +optional CRC16, that is no padding.

DATA -
Header Remaining data CRC

»  If DMA count > DATA_PACKET_SIZE:

| DMA Count |
o I," [ . T
Y . T
_'_'_,__,_,-o-'""'# ---_____.-"'-- ! '|II T T
" - / \ HH‘H .
J-FF"FF ___.--"' \ - T
DATA DaTA DaTA Hﬂmalnng
| e | DATA_PKET_SIZE | CRC16& l Tl DATA_PKT_SIZE | CRC16& | Tl | CRC16& |

* If remaining data < DATA_PACKET_SIZE, the last data packet is:
“DATA_Header + remaining data + optional CRC16 “ that is no padding.

The frame fields are described in detail in the following table:
Table 16-4. Frame Field

I

Data Start | 4 bits 4’'b1111 (Default)

(Can be changed to any value by programming
DATA_START_CTRL register)

Packet 4 bits 4’h0001: First packet in this transaction
Oy 4’b0010: Neither the first or the last packet in this transaction
4’b0011: Last packet in this transaction

4’b1111: Reserved

Data bytes | DATA_PACKET_SIZE User data

CRC16 2 bytes Optional data integrity field comprising a 16-bit CRC value
encoded in two bytes. The most significant 8 bits are transmitted
first in the frame.

The CRC16 value is computed on data bytes only based on the
polynomial:

G(x) = X6 + XM2 + X5 + 1, seed value: OXFFFF
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Error Recovery Mechanism

Table 16-5. Error Recovery Mechanism

Error Type Recovery Mechanism

Master
CRC errorin
command

CRC error in received
data

No response is
received from Slave

Error response received from Slave.
Retransmit the command.

Issue a repeat command for the data packet that has a CRC error.
Slave sends a response to the previous command.

Slave keeps the start DMA address of the previous data packet, so it can
retransmit it.

Receive the data packet again.

Synchronization is lost between the Master and Slave.
The worst case is when Slave is in receiving data state.

Solution: The Master must wait for max DATA_PACKET _SIZE period
then generate a Soft Reset command.

Unexpected response | Retransmit the command.

TX/RX Data count
error

No response to Soft
Reset command

Slave

Unsupported
command

Receive command
CRC error

Received data CRC
error

Internal general error

TX/RX Data count
error

No response to Soft
Reset command

Retransmit the command.

S

Transmit all ones until Master receives a response of all ones from the
Slave.

Then deactivate the output data line.

Send response with error.
Returns to command monitor state.

Send response with error.
Wait for command retransmission.

Send response with error.
Wait for retransmission of the data packet.

The Master must do a Soft Reset on the Slave.

Only the Master can detect this error.

Slave operates with the data count received until the count finishes or the
Master terminates the transaction.

In both cases, the Master can retry the command from the start.

First received 4’b1001, it decides data start.

Then received packet order 4'b1111 that is reserved value.
Then monitors for 7 bytes all ones to decide Soft Reset action.
The Slave must activate the output data line.
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Error Type Recovery Mechanism

5. Waits for deactivation for the received line.

6. The Slave then deactivates the output data line and returns to the CMD/
DATA start monitor state.

General Notes »  The Slave must monitor the received line for command reception at any

time.

*+  When a CMD start is detected, the Slave receives 8 bytes then return
again to the command reception state.

*  When the Slave is transmitting data, it must also monitor for command
reception.

*  When the Slave is receiving data, it monitors for command reception
between the data packets.

* Issuing a Soft Reset command is detected in all cases.

Clockless Registers Access

Clockless register access allows a host device to access registers on the WINC device while it is held in a
reset state. This type of access can only be done using the “internal register read” and “internal register
write” commands. For clockless access, bit 15 of the 0Offset addr in the command must be ‘1’ to
differentiate between the Clockless and Clocked access mode.

For Clockless register write: - the protocol Master must wait for the response as shown here:

B'hC3

DOffsel_acdr15]
=11

Offsel_addr14:0]
= glkless_addr

Fouwr byles of dala

{CRCT. 101}

.
i

1 Byte

2 Byie

4 Byte

1 Byte

Response

2 Byte

For Clockless register read: - according to the interface, the protocol Slave may not send CRC16. One or
two byte padding depends on three or four byte DMA addresses.

' Ofiset_acdi[15] | Ofset_addr[14:0] | One er twe
0 Bhe= =111 = dkless_addr | byte padding | {ERET- TP
18yte 2 Byte 1or 2 Byte 1 Byte
Ch-lass
o Response | Data Hedr e o
2 Byte 1 Byta

Message Flow for Basic Transactions
This section shows the essential message exchanges and timings associated with the following
commands:

* Read Single Word

* Read Internal Register (clockless)

* Read Block

*  Write Single Word

*  Write Internal Register (clockless)

*  Write Bock
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Read Single Word

—— 1byte ———— 4 bytes

|
|
|
|
=1 bytle —=1 byle - 1 byte —= 4 bytas }

[
CMD_RES Period ..._: Ly
i
Cmd Her: o
‘o R Single Word | Adoress | CRE | o
I
. I
0 || Remder | sTaE | oaTasae|  oata | o
[
1 1
Read Internal Register (for clockless registers)
[
CMD_RES Period ..._: :—-
— 1 hyte F2 bytes | 2hytes — |
T o, I
o Fisa! Indaent Psgltor Innm ."u:I:rl 16 | | 0
I =1 byte —1 byte —f=1 byte —— 4 bytas —}
) I
0 | | Fesp Her I STATE ] DATA Stan [ DATA ‘i
I
)

Read Block

Normal transaction:

Master — issues a DMA read transaction and waits for a response.
Slave — sends a response after CMD_RES PERIOD.

Master — waits for a data packet start.

Slave — sends the data packets, separated by DATA_DATA_ PERIODI[1] where DATA_DATA_PERIOD is
controlled by software and has one of these values: NO_DELAY (default), 4 BYTE_PERIOD,
8 BYTE_PERIOD, and 16_BYTE_PERIOD.

Slave — continues sending until the count ends.

Master — receives data packets. No response is sent for data packets but a termination/retransmit
command may be sent if there is an error.

The message sequence for this case is shown below:

CHD RES Pedad Lo | |
[ L&A, CWATA Perice < Ly
! | hyta ———F hytes —] |

|
TrTHE, I hazress, Cont, o i
I
|
|
I

|
|
|
,—' byle <1 bte | |=1 tite —-Fived size — byl
1

I D3t Reas

|
|
|
=1 tvte —-Faed see — byle |
1
] i[lt.'Heacu| [ATH Il;n;ﬁ
|
|

FiEg Hdr | STATE | | IJ.'-TAH:'| 4T IEFUE

Termination command is issued:

Master — can issue a termination command at any time during the transaction.
Master — monitors for RES_START after CMD_RESP_PERIOD.

Slave — cuts off the current running data packet if there is any.

Slave — responds to the termination command after CMD_RESP_PERIOD from the end of the
termination command packet.
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+

| |
DATA_DATA Perind Ly CMD AESR P ¢ Ly
| | 11
| | |
. Crpkir " | | o Her | .
/ | D e | o B | ’ L | £T0P e . i
b1 Byte—Fieed 5 2e— -.I-.I |- Bye e size— Bried I
il | P Hek | ETATE | ||1'.T‘!lﬂ'| |E=J:1:|| | | R e I ETWTE |j
| | |
| | |

|
] WTh Ha | DT |IIRI:IE | "JI
|
|

Repeat command is issued:

Master — can issue a repeat command at any time during the transaction.
Master — monitors for RES_START after CMD_RESP_PERIOD.
Slave — cuts off the current running data packet, if any.

Slave — responds to the repeat command after CMD_RESP_PERIOD from the end of the repeat
command packet.

5. Slave — sends the data packet again that has an error then continues the transaction as normal.

o bd =

q Fead ] Fiepeal I CMD_RESP Period
| Command _ _ | Command I
T
! |Haspunaa| |mmpam|1 | 0 - 0| BATARacS Fwswml | DATA Packed 2 | | DATA Pacs 3 |
Lo N

[1] The period between the data packets is “DATA_DATA_PERIOD + DMA access time.” The Master
monitors for DATA_START directly after DATA_DATA_ PERIOD.

16.2.4 Write Single Word
1. Master — issues DMA single-word write command, including the data.
2. Slave — takes the data and sends a command response.

[
|
CMD_RES Period+—
|

|
|
.
|
1 byte L8 bytes |
Cmd Hdr; [ e
‘o Single Word Writs | A9dress, Data, CRC | 0
|
-

o | Response STATE .
| Hdr 0
|
|
i

16.2.5 Write Internal Register (for clockless registers)
1. Master — issues an internal register write command, including the data.
2. Slave — takes the data and sends a command response.
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| |
| |
CMD_RES Periodi—: -

I
f—— 1 byle ! 7 byles :
Cmd Hdr: | s
i) Internal Word Write | Off5t Addr. Data. CRC I 0
T
|

Rsp Hdr STATE o

Write Block
* Case 1: Master waits for a command response:

1.1. Master — issues a DMA write command and waits for a response.

1.2. Slave — sends response after CMD_RES_PERIOD.

1.3. Master — sends the data packets after receiving response.

1.4. Slave — sends a response packet for each data packet received after
DATA_RES_PERIOD.

1.5. Master — does not wait for the data response before sending the following data packet
notes:

CMD_RES_PERIOD is controlled by SW taking one of the values:

NO_DELAY (default), 1_BYTE_PERIOD, 2_BYTE_PERIOD and 3_BYTE_PERIOD
The Master must monitor for RES_START after CMD_RES_PERIOD
DATA _RES PERIOD is controlled by SW taking one of the values:

NO_DELAY (default), 1_BYTE_PERIOD, 2_BYTE_PERIOD and 3_BYTE_PERIOD

I AT4 OEE Paded |
CMD_RES Period | | DATA_RES Pericd
[ |
[ } 1 byt —-Fised sl —42 Dy 4= tvte —-Fieed size— Dy 41 yle —-Fisad sizs —2 byt
I I
|
I

0 [ | o foore | owpnr | o oo [ oam | o foon

[
.
[

el Hek

Witz Comnars bl TR

0

i

| |
|| e 0 EREE o [ repe [stare | 0
F— +
| |

+ Case 2: Master does not wait for a command response:

2.1. Master — sends the data packets directly after the command but it still monitors for a
command response after CMD_RESP_PERIOD.
2.2. Master — retransmits the data packets if there is an error in the command.

I - . | |
CMD_RES Periodg) 1, DATARESPerole
| | |
|1 byle —|-Fited size —|2 byle 41 Byte —p-Fixed size —|2 byle 41 byle —|-Fized size—}2 byleq

- CmdHdr
0 Wil Commard

| |
Acdress, counl, CRC | DWFA Her | DATA |CRC‘H DATA Her | OATA |CR31F| M DATA Fer | DATA |CRC‘E |
t 1

| |
: Resiporss 0 ! Dala Responss o [Data Resporsa
| |
| |
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16.3  SPI Level Protocol Example
To illustrate how the WINC SPI protocol works, the SPI bytes from the scan request example are dumped
and the sequence is described below.

16.3.1 TX (Send Request)
1. Firststepin hif send() API is to wake-up the chip.

sint8 nm clkless wake (void)

{
ret = nm read reg with ret (0x1l, &reg);
/* Set bit 1 */

ret = nm write reg(0xl, reg | (1 << 1));
// Check the clock status
ret = nm read reg with ret(clk status reg adr, &clk status reg);

// Tell Firmware that Host waked up the chip
ret = nm write reg(WAKE REG, WAKE VALUE);
return ret;

Command CMD INTERNAL READ: 0xC4 /* internal register read */
BYTE [0] = CMD_INTERNAL READ
BYTE [1] = address >> 8; /* address = 0x01 */
BYTE [1] [= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = 0x00;
% 2% X% %xX4u

A spi {cio ; 800

{&:0] {10} {00}

Qi 111111  1111]] L
L] L L]

I

2us/Div (421.4K Screens @1.19us mq—]
I l“..l.,..l....l“,.lx..nl \/ (el bnrafiarinnd bireniinannl bunnniasnd o] basninnand Iniirifiinn,
— i

T
MISO Channel I

|

| & 22 X% %NAXAK
0] o L e 1 U | : [T [ 1 . 1 T Pl
qe > | (T o) B
__m m e
— L i
[ 3050 cranses | | | L6 o
155 cranncr | : f 1 Bl
= 9 D:\
3. The WINC chip sends the value of the register 0x01 which equals 0x01.
e & 2% % UXA
0] l“‘w :““\‘ml' ; ! ow&“‘ 1 1 1 1 L 1 1 1 1 1 1 1 1 1 mq_h
« ff : o1} o} o) oo} §]
LA mmy I i) d
[ 4051 Channel | LT LT LJ LI B or
i i
— 8
. CHE ' G
Command CMD INTERNAL WRITE: c3 /* internal register write */
BYTE [0] = CMD INTERNAL WRITE
BYTE [1] = address >> 8; /* address = 0x01 5
BYTE [1] |= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = u32data >> 24; /* Data = 0x03 Y
BYTE [4] = u32data >> 16;
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BYTE [5] = u32data >> 8;
BYTE [6] = u32data;
e 0 @ 22 XE AU
0 oo ‘:U“SC,TW 1 °°"’f’“" 1 1 1 1 1 1 1 1 1 1 1 1 1 1 wo
{0} +—{e00} {To} {oo} {o0} {o0} EEa |
1T AL L LUV 1 LTIV L €] 0
LJ L_J L_J LI LT LI LI Bl
I'E) e
B oo
Bl o1
4. The WINC acknowledges the command by sending two bytes [C3] [0].
e @ & 2 72 % % XN <
2us/Div (421.4K Screens 04.765 us
@ | 1 ’ ! o 1 1 ! 1 1 1 1 1 1 1 ! 1 ! 1 1 I e
= O i oo} {oo} ]
LT [l o1
= — 1N %
1 I i
s 01
Command CMD INTERNAL READ: 0xC4 A internal register read =/
BYTE [0] = CMD_INTERNAL READ
BYTE [1] = address >> 8; /* address = 0x0F */
BYTE [1] |= (1 << 7); A clockless register =/
BYTE [2] = address;
BYTE [3] = 0x00;
® 22 X% x4H%
0) oy ‘:"“5‘"‘"“ 1 0'363“' ! 1 1 1 1 1 1 1 1 1 1 1 1 1 _q—lﬂ
—{cio} O {3} {0}
T L L L
T UU L LJ | —
: ]
[isscramer | l
5. The WINC acknowledges the command by sending three bytes [C4] [0] [F3].
e @ & 22 X% XA
ZulDrv (421.4K Screens @ 19.705 us
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 e
&5 = L
[ Lam Bl /oo
L L Blor
|| I L o1
i I 1 | ] 1 O
o
6. The WINC chip sends the value of the register 0x01 which equals 0x07.
e R & 22 Xi NAXA
“‘0"’ ‘:““‘mleh" 1 e 1 1 1 1 1 1 1 1 1 1 1 1 L 1 _q_.lo
. . T .
! 2] | - |EE) LT
I o
1 B
Command CMD SINGLE WRITE:0XC9 /* single word write =)
BYTE [O] = CMD SINGLE _WRITE
BYTE [1] = address >> 16; /* WAKE REG address = 0x1074 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* WAKE VALUE Data = 0x5678 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
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» @ 22 %% %K% T
0] l“lw ‘::1“5:“["‘ 1 - 1 1 1 1 1 1 1 1 1 1 1 1 1 1 _qjo
[-ciock channei | 1111 T 11171 L Bl
[ 11051 Chane | il LT L U B
B
:S: 1 B or
LI RO Dcv
L= = 28 %R
i Lo ‘| . a.m_m' NTOUI PUPTTORN 1 T TOPOT T TOUTTITN TOPer
[ 30051 conneet | L f - Y i B
[sscomen | /
7. The chip acknowledges the command by sending two bytes [C9] [O].
Cl=] @ RE LE WXy -
C SOOI TUTUETLY. SUSUTUUIE TUUTTTUTUT TUTUTTRUUN TUUTUUUIN TUVUTTUUUT TURUTINNT T J,“L!!!!q}
Qe = Gy B
— _ 1] 1L B
e i L | B
i | [
] I 1 i
- CHE -
8. At this point, HIF finishes executing the clockless wake-up of the WINC chip.
9. The HIF layer prepares and sets the HIF layer header to NMI_STATE_REG register (4 byte or 8
byte header describing the packet to be sent).
10. Setbit'1' of WIFI_HOST_RCV_CTRL_2 register to raise an interrupt to the chip.

sint8 hif send(uint8 u8Gid,uint8 u80pcode,uint8 *pu8CtrlBuf,uintl6 ule6CtrlBufSize,

uint8 *pu8DataBuf,uintlé ulé6DataSize,
{

volatile tstrHifHdr
volatile uint32 reg;
strHif.u80pcode
strHif.u8Gid u8Gid;
strHif.uléLength = M2M HIF HDR OFFSET;
strHif.ul6Length += ul6CtrlBufSize;

strHif;

u80pcode& (~NBIT7) ;

uintl6 ul6DataOffset)

0x108c */

*/

*/

ret = nm_clkless wake() ;

reg = 0UL;

reg |= (uint32)u8Gid;

reg |= ((uint32)u80pcode<<8);

reg |= ((uint32)strHif.ul6Length<<16) ;

ret = nm_write_reg(NMI_STATE_REG,reg);

reg = 0;

reg |= (1<<1);

ret = nm write reg(WIFI_HOST RCV_CTRL 2, reg);
Command CMD_SINGLE WRITE:0XC9 /* single word write */

BYTE [0] = CMD_SINGLE WRITE

BYTE [1] = address >> 16; /* NMI_STATE REG address

BYTE [2] = address >> 8;

BYTE [3] = address;

BYTE [4] = u32data >> 24; /* Data = 0x000C3001 */

BYTE [5] = u32data >> 16; /* 0x0C is the length and equals 12

BYTE [6] = u32data >> 8; /* 0x30 is the Opcode =
M2M WIFI_REQ SET SCAN REGION */

BYTE [7] = u32data; /* 0x01 is the Group ID =

M2M REQ GRP WIFI
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11.

12.

%
a
"
15
5
pa
7
(]
S
i

T wnilnr |51 45 Sorve

T

il oty s LS N e B O ey By B I R

e | : & G5 o 2 D

iy} TRt JU Jilliig 1™
, LU L LIS Ly B
(1030 Chamset | ]
s | . Do

. CHE i

L= ® 2T XK %NXX -

] o e L ; 1 A 1 ) 1 ; 1 i 1 A 1 _.-:H‘
[rcsocs cnasmei | L mmm o 1, e
- L1 LI s L B
50 oo | , r ! De
\

The WINC acknowledges the command by sending two bytes [C9] [O].

e 0 = 22 XE XK ¢
Jontve (001 ax Soreens B MALAT o
8 1 A 1 e . 1 A 1 \ 1 ; 1 : 1 . 1 ) 1 ' ] ¢
Qe | ; s {2} B
oo — umm D
o= — L g,
— i L Bw
Command CMD_SINGLE WRITE:0XC9 /%= single word write */
BYTE [0] = CMD SINGLE WRITE
BYTE [1] = address >> 16; /¥ WIFI_HOST RCV_CTRL 2address = 0x1078%*/
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* Data = 0x02 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
B 22 XE WEXNW
Jonve (a1 el Soreeea. [ RErE T
B . 1 L i 1 1 1 ! 1 L 1 L 1 L 1 ! 1 L 1 [®
' (EX, {55} {i5a} {=5] ]
1L 1 1) 1111 1AL ]
Ll LI LT | | L
1 E
« CI .
- & RET X% WAXK
| I TOUUTSUUIT TOURTUUIN TOUOTUUTIN TOUOTUUUT TOUUPUOON Rwrvove: Il L0
s | ) = 0
oot um i i
[aoncnmm - L i
[nsochmen| | 0.
[rr0mm_| ' i
. CHE B
The WINC acknowledges the command by sending two bytes [C9] [0].
L= ® 22 %I
Tl (4 o Soread O MLAP i
L T | L L [ | P e I L | . | 1 [P P |
f {E55] {EE}
; ol i
: 1
fr____jﬂﬂ
| r 1
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13. Then HIF polls for DMA address.

for (cnt = 0; cnt < 1000; cnt ++)
{
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 2, (uint32 *)é&regq);
if (ret != M2M SUCCESS) break;
if (! (reg & 0x2))
{
ret = nm_read_reg_with ret (0x150400, (uint32 *)&dma_addr) ;
/*in case of success break */
break;
}
}
Command CMD_SINGLE READ: 0xCA /* single word (4 bytes)

read */

BYTE [0] = CMD_SINGLE READ
BYTE [1] = address >> 16; /* WIFI_HOST RCV_CTRL 2 address = 0x1078 */
BYTE [2] = address >> 8;
BYTE [3] = address;
W RET XE mxu -
i Py . u:-'g-.-.,.- L 1 1 L 1 1 L 1 . L L " l .
;i {3 {EE] ) EHL ]
— b LU I, B
i L LT LT L Be
f D "’
! | —
LI v ' r‘ i
14. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
@ 2E XE WEXNW
O T, S jrone, 1 el lnnnnr 1 ) . aruns ] e
lerum 111 fe
[ | - i
' 1 f U B =
1 I )

15. The WINC chip sends the value of the register 0x1078, which equals 0x00.

=

11 i 1101} T T 5]
i LT |- |- L e
i :]::
T B«
B«
Command CMD_SINGLE_READ: 0xCA /* single word (4 bytes) read */
BYTE [0] = CMD SINGLE READ
BYTE [1] = address >> 16; /* address = 0x1504 */
BYTE [2] = address >> 8;
BYTE [3] = address;
-] 2 = A4 " X W 1
. 4 h n L o L 1 i 1 i 1 i 1 i 1 i i 1 _.-:ﬂ"
: ik EEE) i3}  CEC |
| AT i T e
i LI L L LI Bl
H I L e
5 .
|

16. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
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— L B

LI LI [ as
—1m — (=
1 I [ as
[ e

17. The WINC chip sends the value of the register 0x1504, which equals 0x037AAO.

= B8 = 22 “ R
Tusle (471 4K Screea) @5k
i 1 1 1 1 i 1 1 1 1 1 1 L | i
TILNTL LRI HIITATE T
LI — LI |
1 1 I

18. The WINC writes the HIF header to the DMA memory address.

u32CurrAddr = dma_addr;
strHif.ul6Length=NM BSP B L 16 (strHif.uléLength) ;
ret = nm write block(u32CurrAddr, (uint8*)é&strHif, M2M HIF HDR OFFSET);

Command CMD DMA EXT WRITE: 0xC7 /* DMA extended write */
BYTE [0] = CMD DMA EXT WRITE
BYTE [1] = address >> 16; /* address = 0x037AA0 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = size >> 16; /* size = 0x08 &Y/
BYTE [5] = size >> 8;
BYTE [6] = size;

2usiDiv (421.4K Screens @ 545525 us
e
7:0 3:0 A0 400
T Jum JUmm 1AL Bw
U L] U nJ o
00
L o
B or
& 2 7 % % WA A
2usiDiv (421 4K Screens) @%63a15us
L 1 1 1 1 1 1 1 1 1 1 1 1 I 1 1 1 1 e
90 00 Zo} g<f
A 1] 111} Jmm i ] eo
| - LT LIS I
| 1 00
J 00
o

19. The WINC acknowledges the command by sending three bytes [C7] [0] [F3].

® 22 X% %WEY%

L O 558844 an

L X 2 ! 1 L 1 ) 1 ; 1 A 1 ! 1
iy i ]

L : LT

LM

20. The HIF layer writes the data.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 103



ATWINC15x0

- ® R X% %XYG
2 us/Div (421.4K Screens) Q@ 60648 us mq—l

0] | 1 1 I I 1 L 1 ! 1 I’ 1 1 1 I 1 1 1 1 e
.o e &5 & =

- L . . B

- i L L g

)

1 B os

Do

2us/Div (421.4K Screens @62234us mq_l
@ 1 1 1 A% 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 e

T 1T | I i T o
[11051 cranne: [ LT LI L1 L1 Bl
: -
' ? c

21. The HIF writes the Control Buffer data (part of the framing of the request).
if (pu8CtrlBuf != NULL)
{
ret = nm write block(u32CurrAddr, pu8CtrlBuf, ulé6CtrlBufSize);

if (M2M SUCCESS != ret) goto ERR1;
u32CurrAddr += ul6CtrlBufSize;

}
Command CMD DMA EXT WRITE: 0xC7 /* DMA extended write */
BYTE [0] = CMD DMA EXT WRITE
BYTE [1] = address >> 16; /* address = 0x037AA8 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = size >> 16; /* size = 0x04 */
BYTE [5] = size >> 8;
BYTE [6] = size;
e R @ 2% X% xS
2us/Div (421.4K Screens Q64324 us
@ 1 1 1 1 \'J 1 1 ! 1 1 1 1 1 1 1 1 1 1 1 1 I e
8 | : {c} o} {720} {0} ]
: L T JNTRAL 1 %
s L L rw g
: ——n Do

: s G

4 ® 2% X% %AXu ~
2us/Div (421.4K Screens; Q@662.295 us m:[—l

0] DV TP, AU TR T PRI PO P [ PP PP e e
- N o] exs -

L [ L iR ] eo
T gl LU L_r@e

MISO Channel ; [ 1 El 00

: : 8

22. The WINC acknowledges the command by sending three bytes [C7] [0] [F3].
» @ 22 %% %K%

2usiDiv (421 4K Screens) @ 5%0.865 us
1 1 1 L 1 ! 1 L | L | L 1 ! 1 L 1

@ |

- o — 55
o m
L L

] IRQ

8

8

|

23. The HIF layer writes the data.
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TunON (621 &K Screens anarsus | |
1 1 1 9 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 e

{FFo} {e0} {o0} {z0} B
AL L S S B oo
L LI LS Efor
B o
1 rcx
Blor

24. The HIF finished writing the request data to memory and is going to interrupt the chip notifying that
host TX is done.

reg = dma addr << 2;
reg |[= (1 << 1);
ret = nm_write_reg(WIFI_HOST RCV_CTRL_3, regq);
Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD_SINGLE WRITE
BYTE [1] = address >> 16; /* WIFI HOST RCV CTRL 3 address = 0x106C */
BYTE [2] = address >> 8; B - B
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* Data = 0x000DEA82 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
% | @ 2% X% %NAXA% <
B [ T e T,
M8 | : {cs0} oo} {10} {eco} ]
] LU LT LI Ny Bl
f ——n
5 . 0o
e R & 22 X% %X Uh
B e T ST T T T T T T R eereee: 1 O
| 1)1 I g Bl
Channel L J I_ﬂJ s LU E]C‘
| : | | B o
H cx

25. The WINC acknowledges the command by sending two bytes [C9] [0].

B ® 22 %%
2us/Div (421.4K Screens) @24457 us

) | L 1 1 1 1 L 1 L 1 L 1 L 1 L 1 L

. o —_ o
o um
— o
—m
: . 1

] IRQ

26. The HIF layer allows the chip to enter Sleep mode again.

sint8 hif chip sleep (void)
{
sint8 ret = M2M SUCCESS;
uint32 reg = 0;
ret = nm write reg (WAKE REG, SLEEP VALUE);
/* Clear bit 1 */
ret = nm _read reg with ret (0x1l, &reg);
if (reg&0x2)
{

reg &=~(1 << 1);
ret = nm write reg(0xl, reqg);

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 105



ATWINC15x0

—

Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD_SINGLE WRITE
BYTE [1] = address >> 16; /* WAKE REG address = 0x1074 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* SLEEP VALUE Data = 0x4321 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
e @ & 22 X% %NX4AH
2us/Div (421.4K Screens Q@ 790385 us
0 1 1 1 1 1 1 1 L 1 1 1 1 1 1 1 1 1 I e
s &0} {50} {io=0} {75}
LTI Jumm A 111111 B] oo
Uy LT LI Iy o
00
1 o1
] 01
e D B 2% X% X4
2us/Div (421.4K Screens, Q 209.505 us
0 | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 I e
O o5} o0} &5} {zis} &
[-ciock channei | i ) 111111 )| Bw
{1051 chane | LT LI s UL
s cromnes_| | B
: B i Dm
27. The WINC acknowledges the command by sending two bytes [C9] [0].
e R & 22 X% XA
2us/Div (421.4K Screens Q24457 us
B R R ] N P E U VAP | V0 DO | O, Dt ) e Dt e [ e
= OE: {5} 00}
— L G
o B
1 I . ro.
: B H ¢
Command CMD_INTERNAL READ: 0xC4 /* internal register read */
BYTE [0] = CMD INTERNAL READ
BYTE [1] = address >> 8; /* address = 0x01 */
BYTE [1] |= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = 0x00;
¢ & 22 k&% UAXA ¢
| 2us/Div (421.4K Screens @1.19us EE |
I‘HIIIII ;uo L 80-0 1.0} [o0 H
ock Channel 11111 11111 11111 11111
L L] L] LI
| | g
a=u ' 8
CHE |

28. The WINC acknowledges the command by sending three bytes [C4] [0] [F3].
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) @ 2% X% %XU%
) T 1 . 1 . 1 : 1 : 1 . 1 . T e
« CE i ) 0
— L i
——u f G
155 cronnel [ N f 1 I B
LI RQ D‘
29. The WINC chip sends the value of the register 0x01 which equals 0x03.
© ® 22 X% %xXxu =
us/Otv (4214 Screens) 5.28 us
0] o 1 L 1 A 1 : 1 ) 1 A 1 . 1 ; 1 ) [ e
; JuaTI L L L 8w
L L L L 0o
n 0o
! — 0.
LI IRQ DC\
Command CMD_INTERNAL WRITE: C3 /* internal register write */
BYTE [0] = CMD INTERNAL WRITE
BYTE [1] = address >> 8; /* address = 0x01 */
BYTE [1] [|= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = u32data >> 24; /* Data = 0x01 2y
BYTE [4] = u32data >> 16;
BYTE [5] = u32data >> 8;
BYTE [6] = u32data;
o @ 22 X% %xu% -
2us/Div (421.4K Screens, Q9547 us
0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 I e
[ciock channer IRINIII 1T | 1t L 111111 1 L B
[ 1051 cranner I Ll L LT LT L LI B
[
0
LI RQ D::
30. The WINC chip acknowledges the command by sending two bytes [C3] [0].
B ® 22 %% %xEU%
2us/Div (421.4K Screens Q104765 us
@ 1 1 ! 1 ! 1 1 1 1 1 1 1 1 1 1 1 1 I e
= R T} oo}
Clock Channel 1 101 B oo
MOSI Channel H [ LT D:‘
Ll B
: | I Bl
s [ D:v

31. At this point, the HIF layer has completed posting the scan Wi-Fi request to the WINC chip for
processing.

16.3.2 RX (Receive Response)

After finishing the required operation (scan Wi-Fi), the WINC interrupts the host to notify the processing of
the request. The host handles this interrupt to receive the response.

1. Firststepinhif isr ( ) is to wake-up the WINC chip.

sint8 nm_clkless_wake (void)
{
ret = nm read reg with ret (0xl, &reg);
/* Set bit 1 */
ret = nm write reg(0xl, reg | (1 << 1));
// Check the clock status
ret = nm read reg with ret(clk status reg adr, &clk status req);
// Tell Firmware that Host waked up the chip
ret = nm write reg (WAKE REG, WAKE VALUE);
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return ret;

Command CMD_INTER
BYTE [0] =
BYTE [1] = a
BYTE [1] |=
BYTE [2] = a
BYTE [3] =0
L

NAL READ: 0xC4

CMD_INTERNAL READ

ddress >> 8;
(1 << 7);
ddress;

x00;

/* address =

/* internal register read */

0x01 */

/* clockless register */

| 2us/Div (421.4K Screens, @1.19us EE |
- <
: w0} 10 0.0 §

N sp {ce-0}
ook Chammel i 11T 1] 111
L L L] L]
| l L8
e ‘ 8
Cl |

| H
2. The WINC acknowledges the command by sending three bytes [C4] [0] [F3].
~ @ 22 X% %A%
2us/Div (421 4K Screens @19.705us
8 IR T, DU FUUTTU | OO T TOURT N YOOI Revwrsoues H
1 Jm
L L i
MISO Channel : | | LD o1
[sscamer_| — ! Il
: , i
3. The WINC chip sends the value of the register 0x01 which equals 0x01.
o ® 2% %% %XU% -
2us/Div (421 4K Screens) @50925us
0] | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 ] e
s | o1} {o5} o} {55} ]
1 L 111 )| B oo
L1 L L L1
1 i
. 8
: E§ :|
Command CMD_INTERNAL WRITE: C3 /* internal register write */
BYTE [0] = CMD INTERNAL WRITE
BYTE [1] = address >> 8; /* address = 0x01 */
BYTE [1] |= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = u32data >> 24; 7% Data = 0x03 w/
BYTE [4] = u32data >> 16;
BYTE [5] = u32data >> 8;
BYTE [6] = u32data;
o @ R %% KA
2us/Div (421 4K Screens) @8157us
0 L 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 ] e
g | =9 @} ) o2} oo} o2} G
g L I I Hium 11| AL ] o
L L L1 L L L1 L1 Bl
i
i
: : i

4. The WINC acknowledges the command by sending two bytes [C3] [0].
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e @ <3 3 72 % %
2us/Div (421 4K Screens Q104765 us
] | . 1 A \ 1 : 1 ) 1 ; 1 ; ] . 1 A
« N &
i
L
[0 cranner [ L
1 f B or
Command CMD_INTERNAL_ READ: 0xC4 A internal register read &4
BYTE [0] = CMD_INTERNAL READ
BYTE [1] = address >> 8; Ve address = 0x0F =/
BYTE [1] |= (1 << 7); /* clockless register &4
BYTE [2] = address;
BYTE [3] = 0x00;
& 2%
121.4K Screens @13383us
1 9 1 1 I 1 1 1 1 1 ! 1 1
. (G0} {50} [Fo} o}
A S 11|11} 111111
UL | - || L]

-

5. The WINC acknowledges the command by sending three bytes [C4] [0] [F3].
» ® 2% X% %A% -
2us/Div (421 4K Screens) @ 19.705 us
@ 1 1 ! ! 1 1 1 1 1 ! 1 1 1 1 1 1 1 L l e
Jum Bl
LI Bo
J L o1
| 1 00
; o
6. Then WINC chip sends the value of the register 0x01 which equals 0x07.
» @ 2B X% %XY%
2us/Div (421.4K Screens) @ 185595 us
@ | L 1 1 1 1 1 1 1 1 ! 1 1 1 ! 1 L
I8 | 7} {5} oo} o5}
[-ciock channei | 1L 1 v 1
) LT LT LI
) [—[
SS Channel 1
] RQ
Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD SINGLE WRITE
BYTE [1] = address >> 16; /* WAKE REG address = 0x1074 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* WAKE VALUE Data = 0x5678 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
R & 22 %% %X4u%
2us/iOwv (421.4K Screens) 20887 us
0] | 1 1 1 ¢ 1 1 1 1 ! 1 1 1 1 1 L 1 1 1 1 ] d
o =) {eo} {o) o) 5
LClock Channel I'“I.‘“l I[lmll u.“lul m"“l
u L LI o
.
.
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& 22 X% XA
mw:d“smf“ L o ! 1 ! 1 ! 1 1 1 ! 1 1 1 ! 1 W°
{e=} {oo} E3 {75} ]
1T Jum A i %
L LT 111ql] | o1
| 1 E] 00
J 00
: B jos
7. The chip acknowledges the command by sending two bytes [C9] [O].
e @ @ 22 X% AxA
2us/Div (421 4K Screens, Q24457 us
0 PP, A T T N et 1
= Ofld : oG} {oo} §
: L Be
| ) D o
il J 1 "B
EE IRQ c
8. Read register WIFI_HOST_RCV_CTRL_0 to check if there is a new interrupt, and clear it.
static sint8 hif isr(void)
{
sint8 ret ;
uint32 reg;
volatile tstrHifHdr strHif;
ret = hif chip wake();
ret nm read reg with ret (WIFI_HOST RCV_CTRL 0, &reg);
if(reg & 0x1) /* New interrupt has been received */
{
uintlé size;
/*Clearing RX interrupt*/
ret = nm_read reg _with ret (WIFI_HOST RCV_CTRL_O, &reg) ;
reg &= ~(1<<0);
ret = nm _write_ reg(WIFI_HOST RCV_CTRL_0, reg);
Command CMD_SINGLE_READ: 0xCA /* single word (4 bytes) read */
BYTE [0] = CMD_SINGLE READ
BYTE [1] = address >> 16; /* WIFI_HOST RCV_CTRL_0 address = 0x1070 */
BYTE [2] = address >> 8;
BYTE [3] = address;
L @& 2% % % RIS 4
2us/Div (421 4K Screens @ 65116634 ms
0 R T et T RO YU VUUT TOURTUUUUT TUUTTRUUIN TOUUTUUTY TOUUTOUON Rwwwrwewes B L
Has» | {es} {s0} {1} ECHL, ]
1 i T ST 1 oo
L L LS L Bo
f He
. —ge
: , B
9. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
e @ 2% X% %x4u
E] |7ut0vv w:.!t(scneu ‘ @ 407.705 us , : , . l ; , . , ] I : I . _q—lﬂ
= R {oca} {50}
i .
L L@
o . f I
: Do

10. The WINC chip sends the value of the register 0x1070 which equals 0x31.
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& 22 X% %A A

ausrgum TREERE | |
1 1 1 9 1 1 1 1 1 ! 1 1 1 1 1 ! e

é:D {o5} {7} {3} ]
1111111 Jm Jm 1 B /oo
LI LI LT LI Bljor
: nn ()
1 H cc
- :a
Command CMD_SINGLE_ READ: 0xCA /* single word (4 bytes) read &/
BYTE [0] = CMD SINGLE READ
BYTE [1] = address >> 16; /* WIFI HOST RCV CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8; - - -
BYTE [3] = address;

2us/Div (421 4K Screens Q65116634 ms
1 1 1 1 1 1 1 1 1 1 1 L 1 1 1 1

o) oo} (oo} (s}
T | T LTI 1T |
H]1]1] L LI |

[

1
1. WINC acknowledges the command by sending three bytes [CA] [0] [F3].

B & 2% %% %AXu%

E] lzuww w:.nxSc:Tw ) @ 407.705 us. , P ) ; ) . ) . ) . 1 . 1 . _q]‘
% i T
L L@
e z m—T ¥

LI RO : c|

12. The WINC chip sends the value of the register 0x1070 which equals 0x31.
@ 2B %% KU

2us/Div (421.4K Screens) @ 65121892 ms mq—l
! 1 1 1 1 9 1 1 ! 1 1 1 1 1 1 1 1 1 1 e

{o51} {0} {0} {0}
NI 1m Jum 1
L L - L
: ann. nn
[sscromer 0 l
13. Clear the WINC Interrupt.
Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD SINGLE WRITE
BYTE [1] = address >> 16; /* WIFI HOST RCV_CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* Data = 0x30 */
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
e @ & 2% X% AXA
2usiDiv (421.4K Screens) @ 651323225 ms.
0 | TSI U T T T T e
o . G} {55} {00} {75} B
; L AL 1T i o
: s L LI L 0o
MISO Channel 00
1 o
] 00
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o ® 22 %%
2us/Div (421 4K Screens) @651.342415ms
B | . 1 : 1 . : 1 : (A 1 . ] . 1 :
i i 1T T}
LI L LI L
| | |
f '
: ; j
14. The chip acknowledges the command by sending two bytes [C9] [0].
- @ 2% X% %K%
@ |“’W‘|‘:HKSUT“‘ 1 g 1 1 1 1 1 1 1 1 1 1 1 1 1 1 _q_l‘
i | I Blo
— ' 518

] I 1 Bl
15. The HIF reads the data size.
/* read the rx size */
ret = nm _read reg with ret (WIFI_HOST_RCV_CTRL 0, &reg);
Command CMD_SINGLE READ: 0xCA /* single word (4 bytes) read W)
BYTE [0] = CMD SINGLE READ
BYTE [1] = address >> 16; /* WIFI_HOST RCV_CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8;
BYTE [3] = address;
= W RB 4Lk ChAEH
us (421.4K Screens 1.16634 ms
@ l2 - 1 ; 1 1 1 1 o \J 1 1 1 1 1 1 1 1 ! 1 1 1 1 I e
| T UL I Bl
il LT LIS LI o
: J Do
. — e
16. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
B ® 2B %% %A%
2us/Div (421.4K Screens, 407.705 us
] 1 ; 1 . e 1 ; 1 ; Lot 1 ; 1 : 1 ; 1 ; [ e
: L L
= B i c‘
17. The WINC chip sends the value of the register 0x1070 which equals 0x30.
e 0 @ 22 X% %UNAXA
0 l“’m ‘::‘ “S:"l‘” 1 1 1 °“"‘6“5'“’ 1 1 1 1 1 1 1 1 1 1 1 1 _:I—le
11 1 T Jumm ®
= L L L i
L i
. B
LI RQ c‘

18. The HIF reads hif header address.

/** start bus transfer**/
ret = nm read reg with ret (WIFI_HOST RCV_CTRL 1, &address);

Command CMD_SINGLE READ: OxCA /* single word (4 bytes) read */
BYTE [0] = CMD_SINGLE READ
BYTE [1] = address >> 16; /* WIFI _HOST RCV_CTRL 1 address = 0x1084 */
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BYTE [2] = address >> 8;
BYTE [3] = address;

5]

L 4
2us/Div (421.4K Screens) @ 65146292 ms

) | L 1 L 1 L L 1 L 1 L 1 I 1
| . i
—uw L L
=
1

. R

19. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
B @ 22 X% %A%

] 1 : 1 : : 1 : 1 : [P 1 : 1 : 1
. Co— | =

| unn

L

20. The WINC chip sends the value of the register 0x1078 which equals 0x037ABO.
@ 2% X% %X%

awrsiss e R | |
1 1 1 9 ! 1 1 1 1 1 1 1 1 1 1 1 1 e

——(Tm} A} T3} (oo} B
- AL 11111111 S B oo
PR S| == L L B or
i 1 1 n B jon
=8 o
: Bor
21. The HIF reads the hif header data (as a block).
ret = nm read block(address, (uint8*)é&strHif, sizeof (tstrHifHdr));
Command CMD_DMA EXT READ: c8 /* dma extended read */
BYTE [0] = CMD DMA EXT READ
BYTE [1] = address >> 16; /* address = 0x037ABO*/
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = size >> 16;
BYTE [5] = size >>;
BYTE [6] = size;
@ 22 X% %X4%
2us/Div (421 4K Screens @ 651.540065 ms
1 1 1 1 1 1 1 ! 1 1 1 1 1 1 1 1 1 1 e
: {cs-0} 30} {720} {870} ]
Jum S mum 1111 B o
UL LI Il LS B
Bl oo
1 D o
Elor
& 2%

@651.559775 ms.
L 1 1 I 1 L 1 1 1 I 1 1
{00 : )

20 + LD
AL, il

: | 1

22. The WINC acknowledges the command by sending three bytes [C8] [0] [F3].
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2usiDw (421 4K Screens @ 651570626 ms. .
1 1 I 1 1 A% I 1 I 1 1 1 1 1 1 1 1 1 m e
8]
B

23. The WINC sends the data block (four bytes).

e 0 & 2 % % % XA <
2usiDiv (421 4K Screens) @ 661603725 ms. mq_l
) | 1 1 1 1 1 \4 1 1 1 1 1 1 1 1 1 1 1 1 1 e
= R : o1} {32} {oc} oo} ]
L . IR o B
T LI LI LI B
— n n g
B ! e
: B

24. The HIF calls the appropriate handler according to the hif header received which tries to receive the
Response data payload.
Note: hif receive ( ) obtains additional data.

sint8 hif receive (uint32 u32Addr, uint8 *pu8Buf, uintl6 ulé6Sz, uint8 isDone)
{

uint32 address, reg;

uintl6é size;

sint8 ret = M2M SUCCESS;

ret = nm_read reg _with ret (WIFI_HOST RCV_CTRL_0, &reg) ;
size = (uintl6) ((reg >> 2) & Oxfff);

ret = nm_read reg_with ret (WIFI_HOST RCV_CTRL_1, &address) ;
/* Receive the payload */

ret = nm read block(u32Addr, pu8Buf, ulé6Sz);

—-

Command CMD_SINGLE READ: 0xCA /* single word (4 bytes) read =/
BYTE [0] = CMD_ SINGLE READ
BYTE [1] = address >> 16; /* WIFI HOST RCV_CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8;
BYTE [3] = address;
L4 @& 2 % % % S x N <
2usiDiv (421.4K Screens @651.16634 ms. m
@ | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 e
L I I i I Bl
—uw L LIS Y g
| —e
25. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
3 | @ 22 X% X%
2us/Div (421 4K Screens Q@ 407.705 us
0] | 1 1 1 9 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 l e
- - ; = o
z i .
s L L ——@-
oot [ | —wm T
55 coamner B z 1 j LB
. OO : i

26. The WINC chip sends the value of the register 0x1070 which equals 0x30.
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e @ B2 KE MKXU
@ l“‘m ‘:‘“‘S"’l‘" 1 1 1 GM"%‘”“" L 1 1 1 1 1 1 1 1 1 1 1 _jrl"
111 IR 11111 I ]
[20051 Cranoel | = iy LT LI Bl
L n g
| Qe
: 0 : 8o
Command CMD_SINGLE READ: 0xCA /* single word (4 bytes) read v
BYTE [0] = CMD_SINGLE_ READ
BYTE [1] = address >> 16; /* WIFI HOST RCV CTRL 1 address = 0x1084 */
BYTE [2] = address >> 8; B - - -
BYTE [3] = address;
e R &
2us/Div (421 4K Screens) Q65146292 ms

3

o ) o

. um i) fu

|
MOS! Channel T U L] LIS

SS Channel l

27. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].

> ® 22 %% KXY T
2us/Div (421.4K Screens Q407705 us
@ L 1 L 9 L 1 L 1 L 1 L 1 1 1 1 1 1 1 _q_lo
. : {eca} {co} B
L AT B oo
L] | ) or
1050 cramne R [ —T i
: 1 1 T

28. The WINC chip sends the value of the register 0x1078 which equals 0x037AB0.
® 22 X% %K%

2us/Div (421.4K Screens @ 651515785 ms m
L 1 I 1 L \% L 1 I 1 1 I 1 1 1 1 1 n e

ST e 11T AL
] annel L L L =
rsocnms T rm n
1
Command CMD_DMA EXT READ: c8 /* dma extended read */
BYTE [0] = CMD DMA EXT READ
BYTE [1] = address >> 16; /* address = 0x037AB8*/
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = size >> 16;
BYTE [5] = size >>;
BYTE [6] = size;

& 22 X% %xXxA

2us/Div (421.4K Screens @ 651.78809 ms mi'_l
1 1 1 1 1 A% 1 1 1 1 ! 1 1 1 I 1 1 1 1 e

{co} {30} {720} {0}

1111111} L 111111 . B oo

LS LT Iy I o

oc

1 m
B or
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® 2%
@ 651559775 ms.
1 1 1 1 1 1 1 1 1 1 1 1
o} <o}
1 T
LI LU
— .
! j
29. The WINC acknowledges the command by sending three bytes [C8] [0] [F3].
e 3 & 22
2us/Div (421 4K Screens) Q@ 651570625 ms
0 1 1 1 1 1 1 1 1 1 1 ! 1 1 1 1
—1
L
rsocnmns [ .
1 1
] IRQ i
30. The WINC sends the data block (four bytes).
- @ 22 %% %K%
0 N ‘:N“S“l"‘ ! 1 1 ﬂ“'g”"" ! 1 ! 1 1 1 ! 1 1 1 1 1 _q—lﬂ
. —{oc} o} oo} o}
LT LI LT LT 8o
—
1 B
: : Blor

31. After the HIF layer received the response, it interrupts the chip to send the notification that the host
RX'is done.

static sint8 hif set rx done(void)
{
uint32 reg;
sint8 ret = M2M SUCCESS;
ret = nm_read_rgg_with_ret(WIFI_HOST_RCV_CTRL_O,&reg);
/* Set RX Done */
reg |= (1<<1);
ret = nm write reg(WIFI_HOST RCV_CTRL 0, reg);

Command CMD_SINGLE READ: O0xCA /* single word (4 bytes) read */
BYTE [0] = CMD_SINGLE READ
BYTE [1] = address >> 16; /* WIFI_HOST RCV_CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8;
BYTE [3] = address;
L @& 2 % % % XN <
2us/Div (421 4K Screens @ 651.16634 ms
m | 1 1 1 1 1 9 1 1 1 1 1 1 1 1 1 1 1 1 1 I e
L uuuu T .
—uw L L ay
| f
. e
: [0 : B] oo
32. The WINC acknowledges the command by sending three bytes [CA] [0] [F3].
e D & 22 X% XA
2us/Div (421.4K Screens) Q@ 407.705 us
0 | 1 1 1 L 1 1 1 1 1 1 1 1 1 1 1 1 L 1 1 I e
« N ; s oy —
| umm m___.
L L@
e n f I
: 9 m
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33. The WINC chip sends the value of the register 0x1070 which equals 0x30.

e @ & 22 X% %A A

) l“’m ‘:J“J-’T“ I 1 L 0““‘6“““ I 1 L 1 1 1 I 1 L 1 1 1 _:I_Ie

o +—{e-0} {zo} {c0} {co} &

L o T . g
| L] L1 iy B
i i
l :
:
Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD_SINGLE WRITE
BYTE [1] = address >> 16; /* WIFI_HOST RCV_CTRL 0 address = 0x1070 */
BYTE [2] = address >> 8§;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* Data = 0x32*/
BYTE [5] = u32data >> 16;
BYTE [6] = u32data >> 8;
BYTE [7] = u32data;
& 22 X% x4
o ‘:A“K "‘"l'“ L 1 1 et 1 1 I 1 1 1 I 1 L 1 1 1 _:I—lc
i {0} {s5} {ies} {0} B
[11]111] S || 11111} I 00
H Ly 1=y L |y I Bl or
; Bl oo

: f B

e @ & 22 XX %A A

0] l"“““’ ‘:"“s"'l'" I 1 L 0“‘36“”'“‘ I 1 1 1 1 1 ! 1 L 1 1 1 '_:17"

: e} To)— 5} =3 B
11T 1 1 L Beo
L1 I (L) L Bl
% , . e

| D 00

: . i

34. The chip acknowledges the command by sending two bytes [C9] [O].

Ll & 22 X% UX4U

@ |z"m ‘:‘.“SJT N 1 G)‘6’“' 1 1 1 1 1 1 1 1 1 1 1 1 1 1 _:I—l‘

« O — o g
. mw i, B
— L 0.
| B«
55 cramner | Tl | ! @

: B

35. The HIF layer allows the chip to enter Sleep mode again.

sint8 hif chip sleep (void)
{
sint8 ret = M2M SUCCESS;
uint32 reg = 0;
ret = nm_write reg (WAKE_REG, SLEEP VALUE) ;
/* Clear bit 1 */
ret = nm read reg with ret (0xl, &reg);
if (reg&0x2)
{
reg &=~(1 << 1);
ret = nm write reg(0xl, req);

-

Command CMD_SINGLE WRITE:0XC9 /* single word write */
BYTE [0] = CMD_SINGLE WRITE
BYTE [1] = address >> 16; /* WAKE REG address = 0x1074 */
BYTE [2] = address >> 8;
BYTE [3] = address;
BYTE [4] = u32data >> 24; /* SLEEP_VALUE Data = 0x4321 */
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BYTE [5] u32data >> 16;
BYTE [6] u32data >> 8;
BYTE [7] = u32data;

2 usiDiv (421.4K Screens, @ 790385 us m:l—l
| 1 9 1 1 1 1 1 1 1 ! 1 ! 1 1 1 1 e

=] C, 0:0 10 0, 174 U, E]
S Jum L NI Bl leo
Uy L LI Uy Bor
'm
: L o
: | -
e @ & 22 X% XA
2us/Div (421.4K Screens, Q 209.505 us
0 ! 1 1 1 L 1 1 1 1 1 1 1 1 1 1 1 1 1
s | {co} —{s0} =} zo}
Clock ol ST ]|} A L
MC anne l Uu Ul_]

36. The WINC acknowledges the command by sending two bytes [C9] [0].

e R @ 22 X% %XAH
@ l2 . ‘:““S\’TM‘ 1 Q“s’“ 1 1 L 1 1 1 1 1 1 1 1 1 1 1 _17‘
. i :
— L 0.
V| : o
155 cramner_| 1 I 1 8o
Command CMD_INTERNAL READ: 0xC4 /* internal register read */
BYTE [0] = CMD INTERNAL READ
BYTE [1] = address >> 8; /* address = 0x01 =/
BYTE [1] [|= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = 0x00;

37. The WINC acknowledges the command by sending three bytes [C4] [0] [F3].

e @ & 22 XE XA
2usiDw (421.4K Screens @19.105us
L 1 1 I 1 I 1 L 1 ! 1 I 1 I 1 I
o} {0}
1111111 Jam
LT LJ
1 Il

38. Then WINC chip sends the value of the register 0x01 which equals 0x03.

| @ 22 X% AU
0 :“’m‘:‘””"'l““ 1 0”5,?“" ! 1 1 1 1 1 ! 1 L 1 1 1 ! 1 WO
-'GHIIIII : {03} {o0} {o0} {50} §
[-ciock channei | 1 M 1111111 M
LI LT L] LJ
n
cha 1 | E—
:
Command CMD_INTERNAL WRITE: c3 /* internal register write s/
BYTE [0] = CMD INTERNAL WRITE
BYTE [1] = address >> 8; /* address = 0x01 */
BYTE [1] |= (1 << 7); /* clockless register */
BYTE [2] = address;
BYTE [3] = u32data >> 24; /* Data = 0x01 */
BYTE [4] = u32data >> 16;

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 118



BYTE [5] = u32data >> 8;
BYTE [6] = u32data;
e A & 22 X% YUNAXA
2us/Div (421.4K Screens) Q9547 us
0 ! 1 1 ! 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 I L
. E_—{E (o} o} 5o} oo} 5o} o} Bleo:o
[ciock cnanner MBI 1111 1 1111 LTI 11111 ) 111 B oo
[ 1051 Channet I Ll L_J LI LI L_J L B
i
= LS D o1

39. The WINC chip acknowledges the command by sending two bytes [C3] [0].

& 72 7 % % WA A <
2usiDiv (421.4K Screens Q@ 104.765us m
1 1 9 1 1 ! 1 I 1 1 1 1 1 L 1 1 1 1 o
(CHEY o=} &

Aumm AL o

==y 1= B 0

B oo

1 J o

B] or

40. Scan Wi-Fi request is sent to the WINC chip and the response is successfully sent to the host.
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Appendix A. How to Generate Certificates

Introduction
This chapter explains the required procedures to create and sign custom certificates using OpenSSL. To
use this guide you must install OpenSSL to your machine.

OpenSSL is an open-source implementation of the SSL and TLS protocols. The core library, written in the
C programming language, implements basic cryptographic functions and provides various utility
functions.

OpenSSL can be downloaded from the following URL.: https://www.openssl.org/related/binaries.html.

Steps
After installing OpenSSL, open a CMD prompt and navigate to the directory where OpenSSL was
installed (For example: C: \OpenSSL-Win64\bin).
1. Generate a key for the CA (certification authority). To generate a 4096-bit long RSA (creates a new
file CA_KEY. key to store the random key), using the following command (CMD):
openssl genrsa -out CA KEY.key 4096
2. Create your self-signed root CA certificate CA_ CERT. crt; you need to provide some data for your
Root certificate, using the following command (CMD):
openssl req -new -x509 -days 1826 -key CA KEY.key -out CA CERT.crt
3. Create the custom certificate, which is signed by the CA root certificate created earlier. First,
generate the Custom. key, using the following command (CMD):

openssl genrsa -out Custom.key 4096

4. To generate a certificate request file (CSR) using this generated key, use the following command
(CMD):
openssl req -new -key Custom.key -out CertReq.csr
5. Process the request for the certificate and get it signed by the root CA, using the following
command (CMD):

openssl x509 -req -days 730 -in CertReqg.csr -CA CA CERT.crt -CAkey CA KEY.key -
set serial 01 -out CustomCert.crt
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Appendix B. X.509 Certificate Format and Conversion

Introduction
The most known encodings for the X.509 digital certificates are PEM and DER formats.

The PEM format is base64 encoding of the DER enclosed with messages "-----BEGIN CERTIFICATE-----"

Conversion Between Different Formats

The current implementation of the WINC root_certificate_downloader supports only DER format. If the
certificate is not in DER format, it must be converted first. The conversion between different formats are
done in several methods:

Using Windows
From Windows®, double click on the . pem certificate file and then go to the Details Tab and press “Copy
to File”. Follow the Certificate Export Wizard until the Finish button.

r

: P
Certificate curity Certificate
S Detalls [Eammnenen: 2. Eile 2KR. N
Gener: tification Pa & N
Certificate Export Wizard &
Show:
W |<Al> = Export File Format
Certificates can be exported in a variety of file formats.
Field Value =
Version V3
_|Serial number 00c4 170a 220cd1c9 7f E Select the format you want to use:
=) Signature algorithm shalRSA
_signature hash algorithm shal ©) DER encoded binary X.509 (.CER)
_|Issuer example @atmel.com, ATMEL-... Base-64 encoded X.509 (.CER)
Valid from Monday, February 02, 2015 7...
= Crypts Message Syntax Standard - PKCS #7 Certificates (.P78
vaid to Sunday, February 02, 2020 7:... PAgraptic Hashon SV Stane St A G
e iiart avamnla@atmal ram ATMFI - 2 Indude all certificates in the certification path if possible
ble
{ Copy to File.... } Learn more about certificate file formats
Learn more about certificate details
) [ < Back J Next > [ Cancel J
OK

Using OpenSSL
The OpenSSL is used for certificate conversion by the following command.

openssl x509 -outform der -in certificate.pem -out certificate.der

Online Conversion
There are useful online tools which provide conversion between the certificate formats, which can be
found through searching online using keywords such as "OpenSSL".
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19. References
The following documents can be used for further study:

«  ATWINC15x0 Software Programming Guide
+  ATWINC15x0-MR210xB Data Sheet

The following web page can be referred for further study on API:
*  Atmel Software Framework for ATWINC 1500 (Wi-Fi )

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 122


http://ww1.microchip.com/downloads/en/DeviceDoc/70005305A.pdf
http://ww1.microchip.com/downloads/en/DeviceDoc/70005304A.pdf
http://asf.atmel.com/docs/3.33.0/samd21/html/group__winc1500__group.html

ATWINC15x0

20. Document Revision History

Rev A - 05/2017

seoion o

Document » Updated from Atmel to Microchip template.

*  Assigned a new Microchip document number. Previous version is
Atmel 42420 revision B.

. ISBN number added.

© 2017 Microchip Technology Inc. Application Note DS00002389A-page 123



ATWINC15x0

The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

*  Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

*  Distributor or Representative

* Local Sales Office

»  Field Application Engineer (FAE)
*  Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

*  Microchip products meet the specification contained in their particular Microchip Data Sheet.

*  Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

*  There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

*  Microchip is willing to work with the customer who is concerned about the integrity of their code.
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings,
BitCloud, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq, KeelLoq logo,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA,
SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
chipKIT, chipKIT logo, CodeGuard, CryptoAuthentication, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial
Programming, ICSP, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PureSilicon, QMatrix, RightTouch logo, REAL
ICE, Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher Il, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestlIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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ISBN: 978-1-5224-1729-3

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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